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Risk management

Intervention to be chosen:

Interventions tend to reduce the
likelihood of hazard appearance
and its gravity... but they also
entail a cost

Interv...

_ _ Choose the intervention which
Gain through managed risk provides the biggest gain, if it
Is sufficiently big...



Which is the best security resource
allocation in a city?

City as a map with cells

Each cell has a value

For each cell, a predictive model of delictive acts
Allocate security resources (constraints)

For each cell predict the impact of resource allocation
Optimal resource allocation

NB: The bad guys also operate intelligent and organisedIy!!!

SECONOMICS (Metro Barcelona, UK Grid, Anadolu Airport)



Which is the best HW/SW maintenance
for the university ERP?

Model HW/SW system (interacting HW and SW blocks)
Forecast block reliability

Forecast system reliability

Design maintenance policies

Forecast impact on reliability (and costs)

Optimal maintenance policy

NB: Again, what happens with the bad guys attacking our system?

RIESGOS (MICINN), RIESGOS-CM (CM)



Adversarial risk analysis

Project '?" ot E
Cosl |:|:l‘5|

- .__.
— r
mereroon
Cost
T
._. -\--\_\___\-
- — -
N -\_\__\_\__ .__.-'
- ——
—
s Gradly
"-\.__\_
H"\. o T .-"'-.
e -~
ey ™
., -
" Tl
e AT
- '\-}_ -~ H i
P
-~ -, d__.-'""
- e
Py T T,
e = ‘“%
"
-
" wla
Fierventian d__kﬁram:. J
___,—'—'_'_'_ _—
- \'-\.\_ __o—"'-'-
- ", —
= . --_d__,_,_"ﬁ-'-',\_:?-
. e .,
_ﬂ—'—’-'d-# Tl
R ) 5,
. — 'iﬂememun}
Cesign . |.~ Corat
"—\____ h - --\""--_




Outline

From risk analysis to adversarial risk analysis
Motivation

Sequential games

Simultaneous games

Auctions

Security

Intelligent interfaces

Challenges



Motivation

Tradiitonal RA extended to include adversaries ready to increase
our risks

S-11, M-11 lead to large security investments globally, some of them
criticised
Many modelling efforts to efficiently allocate such resources
Parnell et al (2008) NAS review
— Standard reliability/risk approaches not take into acocunt intentionality
— Game theoretic approaches. Common knowledge assumption...
— Decision analytic approaches. Forecasting the adversary action...

Merrick, Parnell (2011) review approaches commenting favourably
on Adversarial Risk Analysis



Adversarial Risk Analysis

A framework to manage risks from act s of intelligent
a versaWes (DRI, Rglog Banks, JA SA ) J

One-sided prescriptive support
— Use a SEU model
— Treat the adversary’s decision as uncertainties

Method to predict adversary’s actions

— We assume the adversary is a expected utility maximizer
* Model his decision problem
» Assess his probabilities and utilities
* Find his action of maximum expected utility

— But other descriptive models are possible

Uncertainty in the Attacker’s decision stems from
— our uncertainty about his probabilities and utilities
— but this leads to a hierarchy of nested decision problems

awrgioomené)&nformatlve k-level, heuristic, mirroring argument) vs (common
wl



Adversarial Risk Analysis

ARA applications to counterterrorism models (Rios, DRI,
2009, 2012 Risk Analysis)

— Sequential Defend-Attack

— Simultaneous Defend-Attack

— Sequential Defend-Attack-Defend

— Sequential Defend-Attack with private information

Somali pirates case (Sevillano, Rios, DRI, 2012 Decision
Analysis)

Routing games (anti IED war) (Wang, Banks, 2011)

Borel games (Banks, Petralia, Wang, 2011)
Auctions (DRI, Rios, Banks, 2009; Rothkopf, 2007)

Kadane, Larkey (1982), Raiffa (1982), Lippman,
McCardle (2012)

Stahl and Wilson (1994,1995) D. Wolpert (2012)
Rotschild, MacLay, Guikema (2012)



approach

Asymmetr|c
prescriptive/descriptive

Adversarial risk analysis
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Asymmetric prescriptive/descriptive approach

 Bayesian approach (Raiffa, Kadane, Larkey...)

— Prescriptive advice to one party conditional on a (probabilistic)
description of how others will behave

— Treat the other participant’s decisions as uncertain

d* = argmax . o Z / up(c)mplcla, d] de

¥
Mitigation

Option
4

Mitigation
Cost

Defense
Options

Defense
Cost
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Sequential games:
First Defender, afterwards Attacker
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d* = arg max u4(d, a™(d))
> deXp
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Nash Solution: (d*, a"(d")) Game Theory Analysis



The sequential game:

Supporting the Defender

Defender’s view of Attacker problem

Defender problem
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Supporting the Defender

Defender problem Defender’s solution

w | ¥p(d,a)=up(d,S=Y)pp(S=Y |Xp=d X} =d)+
| up(d,S =N)pp(S=N|Xp=d X, =d)

vp(d) = ¥p(d,ay) pplay | d) + ¥p(d,ay) pplay | d)

d* = are max V'p(d
g max p(d)

Modeling input: pp(S]a.d) 29
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Supporting the Defender:
The assessment problem

Defender’s view of

Elicitation of pp(a|d)

Attacker problem
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A is a EU maximizer
D’s beliefs about (w4, p4) ~ F

‘1,-":-'_4{{1;1 (1) = -1:1_.4((1, S = }f} }M(S =Y | JY:D — {f-;, —’Y_-Fl — (1} +
wala,S=N)pa(S =N | X, =d, X4 =a)

-

WA ~ I A

! Ea
pplald) = P-r[a_*' = arg ?ﬁ;:: U4 (d, x)
L -4

MC simulation

pplald) ~n~! Z #{a = argmax,_ ,VYa(z,d)}

7

-1 S _
where Y4 ~ U4, 2=1,....n .
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Simultaneous games

* Decisions are made without knowing each other’s
decisions

(f]].f!l)

) <l

19




Game Theory Analysis

« Common knowledge
— Each knows expected utility of every pair (d, a) for both of them
— Nash equilibrium: (d*, a*) satisfying
Up(d*,a*) > Yp(d.a™) Yd € D
Lald*,a™) > Pa(d*,a) Vae A
 When some information is not common knowledge

— Private information
» Type of Defender and Attacker

™ € Tp — upld,s,Tp) pp(S|d,a,mp)
TA € T4_ — "tf._i((f,.S.TD] I}A(.-S‘ ‘ d. a.,TD)
— Common prior over private information 7 (7p.,74)

— Model the game as one of incomplete information
20



Bayes Nash Equilibrium

— Strategy functions
e Defender d:7p — d(tp) € D
e Attacker a :74 — a(7y) € A
— Expected utility of (d,a)
» for Defender, given her type ¢p(d(7p),a,7p) =
= / [Z“DW(TD)~-‘?~TDJPD(5' = s |d(tp),a(ta),m™p) | 7(7a | TD) d7a

seS

o Similarly for Attacker, given his type ¢4 (d,a(74),74)
— Bayes-Nash Equlibrium (d*, a*) satisfying
vp(d*(tp).a*.tp) = Ypld(tp),a”.7p) Yd:71p — d(mp)

Vald* a™(74).7a) = Yald" a(Ta),7a) YVa:74 — a(7y)
21



Supporting the Defender

 Defender’s decision analysis

¥ s o
d” = argmax cp E
acA

Z up(d,s) pp(S =s|d, a)

I s€{0,1}

22

How to
elicit it ??



Assessing mp(A =a)

o Attacker's decision analysis as seen by the Defender

@ = argmax,cq Y { S walas) pa(S =s | d. u>} 7a(D = d)

deD | s€{0,1}

('H‘-;l-_.p‘-;l 3 ”'_lf'l) ~ (Dr;—'l-. R'—'la H—l)

A | D ~ argmax,. 4 Z { Z Uila,s) Py(S=s|d,a) | I14(D =d)

deD | s€{0.1}




The assessment problem

To predict Attacker’s decision
The Defender needs to solve Attacker’s decision problem
She needs to assess (u4.p4,74)

Her beliefs about (u4.p4,74) are modeled through a
probability distribution (U, P4.114)

The assessment of T14(D = d) requires deeper analysis
— D’s analysis of A’s analysis of D’s problem

It leads to an infinite regress
thinking-about-what-the-other-is-thinking-about...

24



Hierarchy of nested models
Repeat

Find ITp.—1(AY) by solving

AT DY~ argmaxgeq D | D Ulla,s) PA(S = s|d.a) | TLu(D' = d)
deD | se{0.1}

where (U, P}) ~ F"

Find TI 4 (D?) by solving

acA | sef0.1}
where (U}, P})) ~ G"

t=1+1

Stop when the Defender has no more information about utilities and probabilities
at some level of the recursise analysis. K-level thinking



Opponent modeling

Non strategic
Nasheq
Level-k
Mirroreq
Prospectmax

Reconcile them through a mixture
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Bidding In a two-person sealed-bid Auction

 Two sealed bids, the highest one wins
— Simultaneous decision problem

 The standard Game Theory Analysis
— D knows Vg, but A does not: P (Vp)
— A knows V, but D does not: Pp (V,)
— Common knowledge assumption

51— @—

=

— Bayesian Nash Eqg. (Harsanyi)

— Is it rational that players’ beliefs about
the opponent’s object value will be disclosed??

Pa (VD) — p(VD)
pD(VA) — p(VA)

Rothkopf (2007)



Supporting D

D’s problem D’s analysis of A’s problem
R d>a v, —d —— d>a 0
D’s A's
bid bid
0 _
S D loses vA a4
max u D(-g; D — cl max u 4 ( vy — @ ) ]P‘_-l ( a > {'L(-|u‘i1- )
' ) il —
d T - ~ _/
27 f ma(d) dd
(wa,04IP4) -
AT A A's prob. of
|_> X i winr.ling.given
' his bid a

29




The assessment problem

Assessment of d ~ 7,4

D’s analysis of A’'s analysis of D’s problem

— It leads to a infinite analysis of previous analysis...
Avoiding infinite regress

— Available past statistical data (Capen et al, Keefer et al)
— Expert knowledge

— Non-informative distribution

— Heuristic based elicitation (*)

Heuristic elicitation 74 (d)

— ldentification of relevant variables in which A can base his
assessment of D’s bid d ~ 74

30
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Security

 One of ‘The World’s (23) Biggest Problems’
(Lomborg, 2008)

— Arms proliferation
— Conflicts

— Corruption

— Terrorism

— Drugs

— Money laundering



Security

* One of FP7 priorities. Horizon 2020

+ SECONOMICS (2012-2015)

— Anadulu Airport
— Barcelona underground
— National Grid, UK
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The Defend—Attack—Defend model

 Two intelligent players
— Defender and Attacker

e Seqguential moves
— First, Defender moves
— Afterwards, Attacker knowing Defender’s move
— Afterwards, Defender again responding to attack

35



The Somall Pirates Case:
Problem formulation

Two players
— Defender: Ship owner
— Attacker: Pirates
Defender first move
— Do nothing
— Private protection with an armed person
— Private protection with a team of two armed persons
— Go through the Cape of Good Hope avoiding the Somali coast
Attacker's move
— Attack or not to attack the Defender’s ship
Defender response to an eventual kidnapping
— Do nothing
— Pay the ransom
— Ask the Navy for support to release the boat and crew
36



d3 (nothing) .

d3_ (pay)

S=1 DQ
1 coting a! (attack) @\ \ f'f% (Navy)
( _
1 9 A S=0

N

a? (no attack)

d3 (nothing) .

d3_ (pay)

S=1 DQ
, {!‘.1 (attaCk) S \ d‘% (N avy)
{‘-fl (man) A S = (_)

aP (no attack)

N

d3 (nothing) .

d3 (pay)

—t

S=1 DQ
| ( !'.1 (attaCk) S \ d‘% (Navy)
d?  (team) A / S=0

\ a? (no attack)

rf% (alternative route) 37




Defender’s decision analysis

d3 (nothing)

d

b b

¢ 15.16
s5=1 Do d;_(pay) e 2.3
1 ‘
a__(attack) <>< \ d3  (Navy)
(nothing) S 2 o 4.28
A S=0 e 0
aY (no attack)
e O
d3 (nothing) L17.25

d3_(ay) | 439

\{-;g (Navy) 637

| S=1 _DQ
al (attack)
d? (man) :S < _

aY (no attack)

e 0.05
o 0.05

d3 (nothing) . 1939

B G | 653

\ {fg (Navy) . 851

S=1 _DQ
al (attack) S
{f']?_} (team) d S=0
A

aY (no attack)

e 0.15
o 0.15

n’% (alternative route) 38




ARA for Urban Security. Basics

City divided into cells i)
Each cell has a value s

Actors
1. Defender, D, Police. Aims at maintaining value
2. Attacker, A, Mob. Aims at gaining value

D allocates resources to prevent >.d; <D,
A performs attacks : 2. <4
D allocates resources to recovei2.d; <D,

Plus other constraints L



ARA for Urban Security. Basics

At each cell, a
coupled
influence diagram

Cell decision making
coordinated by
constraints on
resources




ARA for Urban Security. Mob dynamics

Inicializar parametros
Generar la estructura del atague {ﬁ"].ﬂ.:?-_.{?':} Y Piid'_ {'."].('.'..f-']}
1. Para el Atacante, desade i = 1,2,...,H repetir

En 21 nodo 5_. ¥ ."E‘"L’f-l.f.‘._'il.ff-: factibles

Generar FPi(5, |5,.4d5)
Cpoooa - N frp 2 1 52
obtener Wj(a.5,.d,. V)= ULla.5,.V[] Pi(s; |5,.d,)
13 ]

En el r.n:idn:iD‘l ¥ ""?lﬁ"-_.ﬂ. 5; factibles
obtener W (d,.a.5 . v)i=""W (a5 .d,.v)P,(d,|.d.a.5)

En &1 nodo 51. v "G‘rf."].ﬂ factibles
Generar P(5 |d,.a)
i _ t g . fr 1| gl
obtener W, (d;.a.v) =2 W, (d.a.5. W] Pi(s, |d}.a,)
5y !

En el nodo A ¥ "G‘rﬁ‘] factible
Obtener (d,.V) = A’ (d,.v) = argmax W' (d,.a.v)

e A

2. Aproximar P”Ifﬂ' C?']_'I mediante

Iz{-'ll.'[dl-r} = ‘T}

H

By(ald,)=

3. Para el Defensor, hacer
En el nodo 5_., -";"'L’f.-l.f?._'il_.-:’l;2
obtener W, (d.5,.dy. V)= up(s:. W[] pols] |55.d7)
53 /
En el r.n:idn:iD‘l, "C-‘ff?‘].{if_.‘.-']
Obtener W,(d,.5,.V)=argmaxw ,(d,.5,.4,.V) v guardar d,(d,.a.5,)
En el nodo 51., "G‘r-r.‘?'l.ff
obtener ¥, (d.a.v)=2 w,(5.d,. V][] p, (5} |d}.a,)
5 g
En el nodo A, obtener "G‘rf?‘]
Obtener W ,(d,.v)=2 w,(d,.a.v)p,(ald,)

o

En 21 nodo D‘]

*

Obtener W, (V)=argmax,(d,.v) vy guardar 4,
o
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Problem

. An agent makes decisions in a finite set

. Has sensors providing information around it

. It relates with a user which makes decisions

.- They’re both within an environment which evolves
(under the control of the user)






- Basic framework

mﬂ':i ag) = E w(ag, by, ee) % plbe, e | ag, (@p_1,bi_1,e0_1), (Bg_2,.bs_2,€8_2))
e, ! )
: Lo

|_||__I t

: Deducir Actualizar :
Interpretar Inferir Elegir
Leer sensores s, . estado modelo >
estado e, accion b, : o accion a,,
emocional prediccion



Basic framework
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Challenges

DA vs GT
— A Bayesian prescriptive approach to support Defender against Attacker
— Weaken common (prior) knowledge assumption
— Analysis and assessment of Attacker’ thinking to anticipate their actions
assuming Attacker is a expected utility maximizer
— Computation of her defense of maximum expected utility
— What if the other not EU maximiser? Prospect theory, concept uncertainty

Several simple but illustrative models

— sequential D-A, simultaneous D-A, D-A-D, sequential DA with private
information decision problems

— What if
 more complex dynamic interactions? (coupled IDs with shared nodes9
« against more than one Attacker?
e an uncertain number of Attackers?
« several defenders? (risk sharing negotiations)

50



Challenges

* Implementation issues

Elicitation of a valuable judgmental input from Defender

Computational issues (optimization + simulation)
Augmented simulation

Parallel

Portfolio theory

Templates

K.level. The value of information

Computational environment

o Other applications

Reuvisiting Auctions
Revisiting Games
Cybersecurity

Adversarial signal processing
Network security

51



Discussion

Multiple Defenders to be coordinated (risk sharing).

Private security

Multiple Attackers, possibly coordinated

Various types of resources

Various types of delinquency

Multivalued cells. The perception of security (concern analysis)
Multiperiod planning

Time and space effects (Displacement of delicts)

Insurance

Networks with value only at nodes
Networks with value at nodes and arcs



Discussion

Educational environments
Emotions and cooperativeness
Multiperiod planning

Mobility



Thanksl!!!
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