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Project Overall Goals

J Synthesize
0 Sociological, economic & security science A S0CI0-ECONOMICS

into usable, concrete and actionable : MEETS SECURITY
knowledge for policy makers and social
planners responsible for citizen’s security. ¥ [ i
J Explore | m
0 Challenges of pan-European coordinationin =~ « hds
security outcomes. SOCALAD

o
(] Develop

0 Models of security problems in a
technological and socio-economic context.

o\ A
O Apply ﬁpb D ED
O Risk assessments and analysis of the social pRa e

context to develop optimal policies.

12/19/2013



NIVERSITA DEGLI STUDI v EM

I TRENTO SECONOMICS

DETAILS OF SECONOMICS

12/19/2013 5



73
UNIVERSITA DEGLI STUDI ”/l

GRES DI TRENTO SECONOMICS

Project Logical Structure

L T L L L T L L L T T T

( Case Studies WPs

I WP1: Airgrt l
I WP2: National Grid '
I WP3: Public Transgort l

—

suoiynjos Adijod pue
$30€43U0D |B120S JO S|9POIN

: WP6: Economic & System
~=Models
\

WP9: Outreach &
Community Building

————————————————————————————

12/19/2013

D T T T PSS ——————



A

SECONOMICS

Technological Approach: Sociology
J Objectives

1 To conceptualise security and risk as a social phenomenon

and to analyze their mutual interplay in public opinion and
attitudes.

[ To identify policy interactions between policy makers,
industry (stake holders) and citizens (consumers).

1 Approaches

J Assess public perception and acceptability to risk and

security rules using media study and comparative
gualitative analysis.

dFor example, media salience as a proxy for potential refusal of
security measures (e.g., 3D body scanner, stuxnet and CCTV)
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Technological Approach: Sociology
J Examples

The Salience of the CCTV camera issue in the media between 2010 and 2013
(in N= number of articles)

United States
United Kingdom
Turkey

Spain

Slovakia

Poland

Mexico

Italy

Germany

Czech Republic

I
0 200 400 600 800 1000 1200

m2010 ®m2011 w2012 m2013

[ WP4: SECURITY and SOCIETY ]
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Technologlcal Approach: Risk Analysis
J Objectives

[ To provide a set of template models for risk analysis,
helping to assess the most effective countermeasures.

1 To describe a general methodology for risk analysis for
critical infrastructure protection.

J Approaches

(dProvide a set of models that looks at the Adversarial Risk
Analysis (ARA).
JAnalyze the role of mathematical models in

d Predicting behavior of attackers and defenders
U Providing guidance on efficient security investment
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Technological Approach: Risk Analysis
J Example

Pre
n « s = U Y
,f*’f
A — Uy |

U Optimal security resource allocation
U Optimal security countermeasure
U Optimal security portfolio

U Optimal defense strategy

[ WP5: SECURITY RISK MODELS ]

12/19/2013 10




R >
%) o w
Z) =l
=1 G
-4/

SECONOMICS

Technological Approach: Economics & Public Policy
J Objectives

O To integrate models of system architecture with macroeconomic models of
policy maker preferences.

[ To evaluate the economic incentives that might mitigate the effects of
policy within a particular security context.

J Approaches

O Study models that can capture the agency, public good and externality
issues involved in managing security.
U Systems model that capture the architecture of the system
0 Game-theoretic model that capture choice and strategic decision making.
 Seek to integrate models of preferences and architecturally consistent
models of the information environment.

12/19/2013 11



Bz UNIVERSITA DEGLI STUDI

>/ DI TRENTO SECONOMICS

Technological Approach: Economics & Public Policy

J Example

Expected Loss with Different Settings

Expected Loss
300Fs
H — Socially optimal
2004
! —_— Only Private
280+ ': — Only Public
Mixed
270} 1
Tightened
1 1 1 1 1 K
= 0.1 0.2 0.3 0.4 05 i Interdependency

[ WP6: ECONOMICS and SYSTEMS MODELS ]
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Case Studies WPs

JWorkpackages
JWP1: Airport
JWP2: Critical Infrastructure (NGRID)
(JWP3: Public Transportation

J Objectives of Case Studies WPs

1 To identify and analyse current/emerging
security issues.

0 To assess the interactions of security policy on =y - d s
different stakeholders. | : et R

1 To validate risk and economics models with
respect to their efficacy and usability.

[ To examine the impact of a security
policy/regulation on society.

U To validate decision-making tools by means of |
live trials whenever feasible.
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WP1 Airport
D Secu rlty Scena rios Worldwide, European and National Regulations.
Q High-level scenarios for - S
regulators: Security jad
policy/regulation selection i cuorssion
) . ) Level of EC No 30072008 Level of
1 Use economic and sociological detail compliance
approaches to assess security (increasing) q \ps (increasing)
policies/regulations. gz
O Emerging issues including delay, g Vv Security
ADR
health, privacy due to thorough s v Programme
screening (e.g., 3D body scanner).
) & ( & y ) ) / Airport Security \
d Operational-level scenarios for Commission Training,
. * Airport Chair Research
alrport operators - Airport Police Chief and
+ Private Security Chief ~ <EEEEp Auditin
O Unlawful access to tower and cyber- B e ng
attack. « Custom Officer Unit
O An aversarial risk model is applied. ; é‘"lme Representative
* Emergency Service

Member /
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WP2 Critical Infrastructure

J Security Scenarios @ @

L Risks of the current state

Regulators
Regulators NERC - CIP
[ Electricity interconnectors (DECC & °f9‘*“J [ - ] (;Eﬁgggc &J [ Standards ]

O EMS and Data Links with High-Leve Regulation Mandatory Audits &
generators, distributors and ( Risk/Principles Based ) ( Rules Based )
interconnectors ' '

O Corporate network and IT LUK—>-4—u3J
infrastructure

Pylons & High
d Threats of the future state votiage wires

O Attack on control systems and the _© /)

. Generators Distributors
increased dependency on _ N _
information networks I

O Threat source/actors and their i Eurepe

mOtiveS G&:‘lricity Corporate

Mgmt System MNetwork

[ Potential new means of attack

O Potential impact

Electricity
Cnl Control
Centres

Data Centre

12/19/2013 16



A

SECONOMICS

WP3 Public Transportation

J Security Scenarios

diIndicators of social and/or
economic crisis

O The social aspect of security and risk in the
case of social/economic crisis.

Service

O Analyze how the social/economic crisis
affects the perception and acceptability of

the puclic on risk and security. &ecurit}’
JFraud (e.g, fare evasion) /
Pickpockets
O Social cost of crime and the need to [ STAFE ADW?;;RAHON]
coordinate security from highly

heterogeneous risk sources.

INSPECTION
Coordinators (10)
J Use an adversarial risk model and a

qualitative study. [MPECTORS (m] [ accEss ]

CONTROL (8)
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Organization chart of the Security and Civil Protection Unit (source TMB)

CIVIL
[ EEC ] [ PROTECTION ]

Civil Proteccion
Technician 1

O The social aspect of security in the case
where the public interacts with security in
both passive (e.g., CCTV) and active (e.g.,
security patrols) manners.

Civil Proteccion ]

[ Security Technician Technician 2

SECURITY AND CIVIL
PROTECTION
CONTROL CENTRE (13)
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Integration/Dissemination WPs

(J WP7 Cross Mission Consolidation

O
O
U

To collate user requirements from case study WPs.
To consolidate experience and results across the three case study domains.

To consolidate and generalize the SECONOMICS framework based on the
project’s results.

d WPS8 Tool Development

|

|
|

To develop the SECONOMICS tool framework based on all analyses in the
WPs.

To integrate seamlessly.
To provide high usability with user guidance.

d  WP9 Outreach and Community Building

O

|
|
|
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To set up users’ panels from the different scenarios (community building).
To increase the awareness of the project’s results.

To explore and analyse the different business models.

To assess the sensitivity of all deliverables and the execution of different
ethical requirements.
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Please visit:
http://www.seconomicsproject.eu
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