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Analysis of Exploits in the Wild

Or: Do CyberSecurity Standards make sense?

The world now Research Question #1 Research Question #2

Current Cybersecurity Standards and

Best Practices [1] make it clear:

1. Fix all vulnerabilities

2. Use the CVSS Risk score to prioritise
your work.

Is everything exploited, or

do attackers have preferences? Is CV55 a good exploit marker?

Vulnerabilities: baseline

vulnerabilities (red, orange, cyan respec- the other hand, the specificity is extreme-
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To further check for differences among 20
datasets, we look at CVSS vulnerability
Complexity and Impact (Fig. 2)*. 0 EKITS EDB NVD
Sensitivity - Specificity
How hard is the EDB O _ L o
Figure 1 is a Venn diagram representation (\ exploitation | | Ersi%'\% g Fig. 3 Barplot of the Sensitivity and Specificity measures
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|

tively). s | o o ly low everywhere with a peak low in
S | NVD and EDB at about 25%.
EKITS . SYM é’ O 50% EDB This means that 3 times out of 4, a vul-
<T - e |\ @ nerability or an exploit marked as HIGH
= - risk is not going to be exploited.

Conclusion 3. The CVSS score is
not a good predictor for exploitation.
Policies relying on it to build sound
strategies, such as US NIST Stan-
dard for assessing Cybersecurity
Risk [1], may be widely sub-optimal.

Easy

OQi

Low Impact Medium Impact High Impact

Fig. 2 Bubbleplot of vulnerability complexity vs impact
*Overlapping areas do NOT represent common vulns

Attackers look at pay-offs in vulnerability
exploitation (if difficult — high impact).
Security reserachers seem to try to get
as many “low hanging fruits” as possible

NVD by exploiting mostly easy vulnerabilities.
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In the medical domain, the sensitivity of a
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test giving a positive result when the ill- :
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ness Is present. Its specificity is the con-
ditional probability of giving a negative
result when there is no iliness.

3. Our EKITS dataset overlaps with SYM
about 80% of the time.
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