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How many vulnerabilities in a system?

How critical are they?
— CVSS score
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Exploits and attackers

* Writing a reliable exploit is not easy

— Effort is “outsourced” by me

exploits

Cpegumii npobue Ha ceAske: 10-25%
* MNpofwe yEa3biBaeTcA NPUENMIMTENBHBIA, MOMET OT

* OTCTYK CTaHA2PTHLIA, AaXe 4YThL Bhile CTaHf
> 3epc = 50-60%
> Noagep = 80-90%

Ljena nocnegHei sepckHn 1.6.x:
> CTOMMOCTL CAMOW CBA3ZKKM = 2000%

> YucTEkM ot AB = ot 50%
> Pebung Ha gpyrod gomed/HMN = 50%

= AngeiTtel = ot 100%
* CBA3KA C NPHMBAIKOM K AoMeHy wnu I[P,

SECONOMICS

ans of a market of

Vulnerability Affected sw CVSS score
CVE-2006-0003 | MDAC 5.1 (medium)
CVE-2006-4704 | WMI Object Broke | 6.8 (medium)
CVE-2008-2463 | Snapshot 6.8 (medium)
CVE-2010-0806 | IEpeers 9.3 (high)
CVE-2010-1885 | HCP 9.3 (high)
CVE-2010-0188 | PDF libtiff mod v1.0 | 9.3 (high)
CVE-2010-0886 | Java Invoke 10.0 (high)
CVE-2010-4452 | Java trust 10.0 (high)
CVE-2011-0558 | Flash <10.2 9.3 (high)
CVE-2011-0611 | Flash < 10.2.159 9.3 (high)

> CVE-2011-D611 (Flash =10.2.159)

= CVE-2010-0886 (lava Invoke}
= CVE-2010-4452 (Java trust)

*Bucta v 7ra Beetca



Our baseline datasets

A
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National Vulnerability Database

Exploit-db

Symantec attack signature + threat explorer

— Ground truth

Direct exploration of the market (ekits)

dataset

volume of CVEs

EDB

~16.000

Ekits

~100
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Probability that a vulnerability is an actual threat if
it appears in a database

P(x Threat | in DB) Ekits Edb NVD

Others 24.27% 95.92% 97.90%
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cvsshekits.score cvssSsym.score cvss$edb.score cvsshnvd.score
Ekits Edb NVD

P(x is threat | in DB and x.score >6) 81.72% 4.78% 2.91%

Not all vulnerabilities are equally interesting
(and we don’t know why).



Thanks! .
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Any questions?




