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Executive Summary

Description of Deliverable

D6.2) A report on the interaction of systems models and models of economics, law and
society: D6.2 will focus on how to build policy based on observations from research in eco-
nomics and social policy and combining them with rigorous representations of the security
architecture.

Overview

The main aim of this deliverable is to provide a marker stone for the current state of law and
economics as applied to the case studies of security within SECONOMICS. This deliverable
provides a) a comprehensive summary of the current and near future legal mechanisms
for the EU and the US, identified as ket marker points earlier in the project for study. b)
the current set of economic models developed within the project that map public policy to
firm specific behaviour and c) the specific regulatory model framing for case study 2, of
its interaction with various regulatory approaches. This deliverable plays a critical role in
providing guidance on how laws interact with incentives to produce economic outcomes.

The document is broken down into sections following the DoW. In §(2.2) we provide an
overview of the current future legal states and provide some summary analysis in respect
to the EU context. In §(3.2) we provide a detailed analysis of our guiding assumptions on
investment and risk within a game theoretic model of public policy specifically designed to
capture the reactive antagonists observed in security economics. Finally, in §(4) we provide
an overview of the architecturally consistent models use to model regulation for our case
studies.

WP — D6.2 provides an overview of the research conducted by the SECONOMICS project
on the role of security in society. A particular emphasis of this document is on the mech-
anism of regulation and the underlying economic and social drivers for the development of
regulation. Attached to this deliverable are three research papers that focus on the main
requirements as set out in the description of work. However, the research papers in the
deliverable provide substantially greater depth than envisioned at the inception of the project
and cover a wide range of approaches to designing regulation, from the detailed legal spec-
ifications found in ANNEX1 through to the theory of how to design the overview of these
legal instruments in ANNEX3. In contrast ANNEX2 attempts to reconcile the high level
conceptual approaches and the more specific legal drivers in a strategic framework. This
deliverable represents a substantial step-forward in designing an evidence led approach to
modelling strategic security situations at the macro-prudential level. In this case, the models
that capture macro-prudential considerations represent both the specific design goals and
implementation of regulation.

D6.2 contains threads in the technical parts of the Annexes that illustrate how the mod-
elling approaches can be converted into working modelling tools deployed using simulation
and analytical mathematics. The main body of the text of the document attempts to mini-
mize the use of technical legal, modelling or economic language. For those interested in the
specific implementations of the models the Annexes provide a detailed overview.
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1. Deliverable Outline

This deliverable is organised as follows: provides an overview of our work on reviewing
the current and proposed legal instruments and draws a series of contrasts between EU
and US approaches to security legislation. This section focuses on the characterisation
of the legal instruments and provides a summary of the dichotomy between tort (after the
fact civil) and proactive audited (preventative) legal mechanisms. provides a non-technical
summary of the game-theoretic approaches we have used to model the need for the types
of legal mechanisms detailed in , it describes the major mathematical assumptions needed
to ensure that the models are a) realistic and b) tractable. provides a brief summary of the
results of this analysis and ties the modelling into the work undertaken in each of the case
study work packages and the other scientific work packages. In Section 4 we provide an
overview of the work undertaken on the direct interface between regulatory policy and firm
operations and provide extensible models of firms in the presence varying public-policy and
firm-specific policy regimes. ANNEX1 details our legal and regulatory analysis and provides
our summary data on the various legal instruments covered within this analysis. ANNEX2
provides the technical summary of our work on the game theory of public policy and provides
the main calibration exercises for the examples found in work packages 1 and 2. Finally,
ANNEXS3 provides a detailed technical overview of models on the interrelationships between
regulatory typology and firm behaviour, and includes a detailed summary of the extensive
numerical modelling involved in this exercise.
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2. Review of Legal Instruments

ANNEX1 provides an overview of the current important pieces of security legislation and
their mechanisms of enactment. The key issues that this review addresses are the mech-
anisms of audit and enforcement for current EU and US legislation in the area of critical
infrastructure protection. In slight contrast to the SECONOMICS nomenclature, which iden-
tifies critical infrastructure (Cl) as specifically relating to bulk electricity transmission, the
legal frameworks treat regional and urban transport, air- transport, communications and en-
ergy as being under the Cl banner. Therefore this review is useful for legal calibration work
for models relating to Work-packages 1 — 3. We will refer to the concept of an ‘entity’ in this
section, under the legal definitions set out in ANNEX1. In our context an entity is usually a
firm or organisation providing critical infrastructure services.

The role of benevolent public policy is in correcting inefficiencies in allocations provided
in the absence of a coordinating actions, via a public policy remit. The action of correction
can take several forms.

The first approach to legislation. If inefficient allocations are caused by costly information
search than the public policy remit is to enforce channels of information sharing and process-
ing. The role of information sharing is a common theme across the legislative instruments
reviewed in ANNEX1. Mandating information sharing and providing information processing
capacity (sharing best practice, providing analytic and information search capacity through
security agencies) is a well developed aspect of the current EU and US legislative provision.

In ANNEX1, Table ANNEX1.5 provides a comprehensive summary of the relevant legisla-
tive instruments useful to the project. The instruments are categorized by date, codifications,
area of responsibility, enactment (or proposed in the case of the US), region (EU or US) and
an executive summary. For complex legislation a long summary is provided and key points
are outlined in bold.

The second approach to legislation. When information sharing is unable to provide effi-
cient resource allocations, then regulation is needed to provide constraints on behaviour of
individuals and collections of individuals to ensure global welfare improving outcomes. In
the security legislative arena the security of air transport has a long lineage of mandated se-
curity policies with behavioural constraints and these are documented in Table ANNEX1.5.
In this sense, developments post September 11, 2001 have led to a strong convergence in
air-transport regulation, with similar specific legal text appearing in transport protection doc-
umentation in both US federal and the EU Acquis communautaire documentation reviewed
in Table ANNEX1.5.

For critical infrastructure, particularly electricity transmission, there are differences in ap-
proach and implementation between the EU and US in the development of enforceable reg-
ulatory rules for operation. In general the US legislation has focused on an enforcement
mandate, with the department of homeland security, department of justice, department of
energy and the department of defence acting as coordinating entities. For energy security
the Federal Energy Regulatory Commission is the agency primarily tasked with regulating
security resource allocations in critical infrastructure. The mechanisms here involve audit
processes relating to a specifically tasked rules based regime.

The key aspects to this legislation is the provision of specific behavioural and investment
restrictions on regulated entities (in the case of bulk electricity transmission this is delegated
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to the National Electricity Reliability Corporation or NERC). NERC provides compliance guid-
ance to state and national governmental structures to and to provide specifications for au-
ditors. From a modelling sense these are specified menus of contracts with compliance
penalties and can therefore be modelled using the standard mathematical concepts covered
in ANNEX2.

The EU context provides a more eclectic set of regulatory framings and we provide mod-
elling techniques to capture this framework in ANNEX3. We can see from the descriptions
in Table ANNEX1.5 that the general approach has been to delegate detailed enforcement
implementation to member states. The subsequent examples of implementation detailed
in Table ANNEX1.5 provide insight into the varied modalities of implementation pursued by
the various EU members. As an interesting aside we can also view the lack of uniformity
in implementation from two viewpoints. First, that lack of uniformity ensures that state-wide
audit is more difficult to effectively implement. However, an opposite view says that positive
externalities may exist; a heterogeneous family of security provisions could reduce the risk
of broad, systemic risk. In this case an eclectic set of security provisions can reduce the
likelihood of broad systemic risk. We will explore these features in more detail in ANNEX2.

2.1 Tort versus Pre-emption and Liability Sharing: The US Experience

As stated before tort law is the mechanism of redistributing costs after the fact. This is
generally considered to be a ‘civi’ mechanism whereby injured parties are compensated
for costs. However, it is obvious from the intent of US legislation that certain costs are non-
recoverable (such as death or serious injury) and as such ex-ante liability sharing is imposed
and audit used to provide assurance rather than insurance against risks.

Enforcement mechanisms vary considerably from the US to the EU. The uses a mixture
of tort based solutions mixed with a pre-emptive penalty structure for violation of audit re-
quirements. The tort law solution is considered an ex-post or civil liability solution. In this
sense cost sharing occurs after cost incurring security events. However, for critical infras-
tructure further levels a greater level of preventative action is demanded in the US system
and enforcement is primarily via the audit and compliance method, independent of actual
incidents. Liability in this context is usually waived for incidents outside of the audit condi-
tions. However, both at the operational level (see WP2.3) and at the legal level the distinction
between liabilities covered under the tort provision versus those covered under the liability
protection coverage are not completely transparent.

2.2 Policy Insights

The need for regulation stems both from the need for information sharing and processing,
and from the need for the policy-maker to implement behavioural constraints. When individ-
ual agents’ incentives are not aligned, global social welfare cannot be attained by individual
agents even when they are fully informed; hence behavioural constraints are needed .

The legal implementation of desired regulatory policies follows two broad approaches.
First, one that sets target levels of risk and provides a broad risk minimization approach,
with Tort penalties posted after the fact, based on some broad principles of liability shar-
ing and prior case history. This is in keeping with various comparable environmental and
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civil legal schemes implemented in similar regulatory areas (such as employment law, nat-
ural disaster prevention and recovery and pollution emission schemes). Second, a set of
mandated requirements with associated audit and compliance mechanisms. The degree
of liability provision depends upon the audit compliance and degree of coverage; however
this relationship, as described in legal phrasings and constructions, is highly complex. This
analysis provides the core foundations for the mathematical deconstruction of how regula-
tion impacts on behaviour. This follows from the nature of contracts, using their mapping to
mathematical artefacts within a game-theoretic set-up.
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3. Review of Public Policy Models

Cost-benefit analysis forms a fundamental role in public and firm specific policy making.
Actions have to be balanced between expected cost and expected benefit. However, the
measurement of cost and benefit for many public policy decisions is not always straight-
forward, and neither is the task of comparing them. The models that we use often use
probabilities (they are stochastic) because of the presence of uncertainties in the underlying
scenarios. For example, a modeller cannot always predict in advance exactly which vulnera-
bilities will be discovered or exploited in a particular time period. In such stochastic models,
we typically try to structure the cost-benefit analysis in terms of suitable averages. Techni-
cally, this is done in terms of expected utility (or payoff) values. Finally, this leads to some
solvable loss function (or equivalently utility function) over the possible actions, which is then
optimised to provide the best policy choice.

In the present model we assume that the choice of each individual agent corresponds to
a single value (often a real number, in the set R). With n individuals, their choices together
form a vector x € R". In the case of these models of security, x is a vector of allocations and
investments in security. The policy-maker can set policies that influence aggregate choice,
x. For example, this can be done either by setting a constraint (such as a lower bound on
each of the values chosen by each of the agents, i.e. the components of the vector x), or by
choosing a specific value for x (and so for each of the agents) following some optimization
procedure.

The most interesting aspect of the analysis is not in the evaluation of specific firms
(agents) behaviour; rather it is in how collections of firms come to decisions alongside public
policies set by a policy-maker. That is, it is the aggregate social effect that is brought into
sharp focus.

Incentive compatibility is an important phenomenon in economics. An important instance
of this occurs in the present context: in the absence of regulatory constraints on the values
of x, individual choices by firms may lead to an aggregate set of choices that is substantively
different from the choice that society as a whole would deem appropriate. We write such an
aggregate choice as a vector x* € R". We write the socially optimal aggregate choice as a
vector x! € R". Societal preferences are reflected in the public policy-maker’s loss function.

The policy-maker desires that x° be adhered to by the firms and as such the optimal
contract that the policy-maker imposes on firms is x° = x', if monitoring and enforcement
are costless. How are the constracts created? This maybe in the form of specific laws such
as those in ANNEX1 or in the form of inducements and cost sharing mechanisms, again
the table in ANNEX1 provides a summary. We can think of x° as being the first-best’ policy
attainable given the abilities of the public policy-maker.

Why would individual firms’ choices not converge on x' in the absence of mandated legal
action? The simplest case is that firm preferences are societal preferences are divergent,
that is, they have different priorities. The second case is that the very action of attempting to
achieve xT, results in global deviation from xT, this is due to unequal cost sharing as such the
public policy-maker needs to step in to redistribute costs and ensure a fair security allocation.

ANNEX2 provides insight into public policy for collective security: that is, it provides policy
insight at the macro-prudential level, and it does so from the perspective of game-theoretic
models of collective security behaviour. We have now built a fully functioning partial equilib-
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rium model of economic behaviour at the macro-level with externalities and time preferences
providing the key drivers of security investment behaviour.
Our major assumptions in these models are:

e The technology of attack and defence results in diminishing marginal returns to security
investment (see WP1 — WP3 deliverables X.3 and X.4 for validation of this modelling
assumption)

e Attackers are strategic (see WP5 results on modelling strategic attackers)

e Firms operate as loss minimizing entities under risk neutral measures (see discussion
below)

e The public policy-maker has a societal mandate to provide a secure set of firms and
has a time horizon for investments decided on by a social discount rate (see work in
WP4 on societal preferences)

e Regulatory mechanisms are in the form of legal contracts (either implicitly through
criminal laws or explicitly through civil laws) and are mediated by audit

e For our most advanced case we shall assume that audit is incomplete

e Security threats to attackers arise from a matching of attacker agents to target agents;
this is done by a random selection method, following a well-understood probability law

e All agents are rational — this is encapsulated by their desire to optimise their (ex-
pected) utility functions

3.1 Investment Decision Making

We assume that risk preferences are entirely subsumed within the preference-setting at
this time; we work under a risk neutral formulation of the investment model at each current
period. Risk neutral decision making is of the form V = Z,’-ZO qi Vi, where g; are risk neutral
probabilities and V; are the current values of the outcomes states associated with each risk
neutral probability and there are N + 1 states. A key point here is that g; are not the “true"
probabilities, but are adjusted probabilities weighted to provide the agent with an expected
pay-off. For instance, if the true probabilities are p, = p; = 50% and the value of the pay-off
in each state are Vy = 0 and V4 = 1. If the agent is risk averse whereby the utility function
is given by E(U) = E(V) — 0.5 x var(V) (a typical log utility approach adjustment). In this
case the payoff is E(U) = 0.5 — 0.5 x 0.52 = 0.3750 x 1. In this case the payoff should be
g1 =0.3750 and g = 0.6250 as V/ = 0.3750 = V, x qo + V4 x @1, subjectto g; = 1 — qo.

We now expand this to a more conventional loss aversion case. Consider an agent faced
with the following pay-off (utility) problem:

maxE(U(x; p(x), v(x)))

where x is a vector of decision variables and p is a probability function and v is a cost
function. The simplest version of this is as follows:

U(x; p(x), v(x))) = —vp(x) — X
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where v is constant and p(x) is declining in x. Under a standard measure the utility function
is evaluated by

;
E(U(x; p(x), v(x))) = / e "'U(x; p(x) ds—>/ — vp(x) — xds
I

where s is a sample space. However, we can determine a new probability measure, q(x)
whereby

T

.
e 'U(x; p(x), v(x))dt = [ e P'U(x; g(x), v(x))ds — [ e — vg(x) — xdt
] ] j

b

note that the integral with respect to g is a deterministic integral over the &y, T time horizon.
Here ~ is the observed discount factor and 3 is the discount factor under the risk neutral
probability function q. The importance of this function is algebraic tractability. The utility
function requires determining over the complete set of moments of a set of outcomes de-
pendent on the probability function p(x). We can however re-parametrize p to a function q
whereby the expected value v x g provides the point utility function. The new risk neutral
discount factor g contains all of the information needed to determine optimal cost-benefit
analysis. Therefore we can specify problems in the form Cost = v x q(x).

This provides an easily analytically tractable framework for dealing with cost-benefit anal-
ysis at a local level. As long as the function:

)
/ &' U(x; q(x), v(x))dt
)

is convex in x, there is an optimal solution x* that provides the optimal investment allocation.
In Deliverable 8.3 we have provided the one dimensional case for multiple firms in an econ-
omy protecting themselves against a strategic set of attackers randomly allocated across
firms. We show that under very simple assumptions the optimal level of attacking intensity
and the optimal level of defensive expenditure may be characterised in a simultaneous Nash
equilibrium (in the sense of Game Theory). From this point we have expanded to a multi-
variate case whereby targets have a multilateral asset allocation problem with differentiated
behavioural restrictions.

This permits the creation of differentially audited assets with varying levels of security crit-
icality. In ANNEX2 we then solve a model where targets can choose to shift assets between
a regulated asset class and an unregulated asset class. We show that under certain differ-
entiated conditions investment in security can have counter-intuitive effects. For instance,
in the fully-informed public policy case the target firm can switch assets, but the policy-
maker can observe the level of security and compute a ‘second best’ outcome to incentivise
pro-social welfare outcomes. However, when the policy-maker cannot observe the security
investments (for instance because audit is too costly or technically too difficult in one asset
class) then public policy choices designed to provide the social optimum my cause more
harm than good.
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SECONOMICS

Figure 1: The general landscape of the public policy-maker problem. This figure presents
the general set-up of the policy problem. We assume that there is a cloud of attackers that
collectively choose a level of attacking intensity. We assume a variety of attacker collabora-
tion types from pure competition to a purely collaborative model. The target firms allocate
security across different asset areas, see Figure 2.

Cloud of Attackers
Choose level of intensity of
attacks

Public Policy Maker

Imposes behavioural constraints

Cloud of Target Firms
Choose security investment and
allocation

D6.2 - A report on the interaction of systems models and models of economics, law and
society | page 15/109



Figure 2: The asset allocation problem. Target firms choose assets to declare as audited
assets, versus those they place (or are forced to place) in the un-audited domain. Attackers
choose as a group the level of intensity of attacks they engage in on a particular asset class,
however, they are randomly allocated across targets.

Asset Classes

Individual Firm
Audited Assets

Asset Allocation and
Investment Choice

assets N

The models are designed to capture the issues we have observed in the case study work
packages, where there is an incentive incompatibility between policy-makers and targets in
terms of cost bearing. In general firms are assume to have higher risk-neutral discount rates
than society at large. Ceteris paribus, this means that given identical risk functions, a firm
will choose a lower level of investment than that preferred by a police maker. This is simply
a result of the risk tolerances and time preferences of target firms.

In this case we can set a social discount factor 6 < g;Vi € {1,..., Nr}, where Nr is the
number of target firms and g; is the firm specific discount rate (that dictates time prefer-
ences). As such, on average, firms will tend to under invest in security provision, instead
relying on the large number of other firms in the economy to dilute attacking effort or on im-
plicit social liability insurance. Figure 2 presents the firm allocation problem. In ANNEX2 we
provide a model whereby firms choose an allocation z between two asset classes, (audited)
and (unaudited). In particular, this relates to the question of risk-versus-rules for regulation
of electricity transmission discussed in ANNEXS of this document and WP5 deliverables.

Attackers are randomly allocated, with equal probability 1/Nr, to target firms. In the most
basic case of non- collaborative attackers, an externality of under-investment exists, whereby
the diminishing probability of attack success with increasing Ny allows for systematic under-
investment. This externality is exacerbated by the differential in discount rates between the
public policy-maker acting on behalf of society and the individual target firms.
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3.2 Policy insights and calibration to case studies

WP2 provides a set of key calibration parameters for the application of this model to ICS/S-
CADA systems in bulk electricity transfer (see Deliverable D2.4). In this instance we have
the discount rates for the firms and some qualitative record of security incident frequencies
as well as degrees of loss.

The models illustrate conditions under which shocks to the technology of security infras-
tructure protection propagate into the economy of target firms and the potential reaction of
those firms in the absence of regulatory intervention, when regulatory intervention is fully
informed and when regulatory interventions are only partially informed. We illustrate that in
the absence of full information the decision to not regulate can sometimes be the optimal
choice of the social policy maker.

In Deliverable D6.3 we present another specific case of the multi-asset allocation problem
for assessing principal agent issues in airport security (a detailed analysis is also applicable
to regional transport, however an even more detailed appraisal of this is found in D5.2). In
this instance we again have a policy-maker, target airports and strategic attackers.

The key concept here is the presence of incentive incompatibility between the target air-
ports and the social policy coordinator. The structure of audit in this case is also incomplete,
however, the airports have a higher level of synchronisation in terms of discount rates (time
preferences and risk preferences) than the bulk electricity providers. The attacker model
in the airport case is also slightly different as their objective functions contain stochastic
elements that allow for non-survivable-attacks. Our current set of results give indicative in-
vestment and security allocation patterns for local airports and regional hubs.

The models in ANNEX2 are fully analytic — as such we do not provide code as the
solutions are in the form of worked equations that we can sketch using standard approaches.
These are discussed in WP8 D8.4 and D8.3.
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4. Review of Regulatory Models

4.1 Introduction to the Key Policy Problem: Rules-versus-Risk

ANNEXS is concerned with models of regulation for critical infrastructure, particularly bulk
electricity transmission. A key issue highlighted by (project partner) NGRID is the effect
that different regulatory regimes can have on a transmission operators security strategy
and operations. Moreover, the need to operate in multiple countries where fundamentally
different regimes apply (and potentially in other industrial sectors, for example gas supply)
can mean that the effects of regulatory policy on effective security protection can be hard to
understand or predict.

In electricity transmission (and indeed, in generation and supply) there two forms of reg-
ulation are commonly contrasted, these being known as risk-based and rules-based. In
rules-based (sometimes known as bright line) regulation, the regulator specifies — some-
times very detailed — controls (on people, process, technology) that are required of the
operator, the operator is audited for compliance with these controls, and then some kinds of
incentives (often negative, in the form of punishments or liabilities) are applied. In risk-based
regulation, the operator is allowed to evaluate the risks, to define its own strategy and apply
its own controls. It is usually required, through some process, to justify its posture to the reg-
ulator, and then rewards or punishments may be applied. These rewards and punishments
may be very indirect, for example, potential exposure to damages from torts, or potential
non-renewal of contracts.

Clearly, the rules-based system appears to have an advantage in that it provides assur-
ance to the regulator that certain controls will be applied. On the other-hand, risk-based
regulation would appear to allow operators to apply security controls that are more appro-
priate to their own risks. It would also appear to allow for greater agility in reacting to new
threats. Further advantages and disadvantages of each could be enumerated.

There are real examples of both regulatory regimes in current operation. In the UK, es-
sentially, the approach is largely risk-based and not highly-structured or codified. In the USA,
there is a more rules-based system, particularly since the move from version 3 to version
4 of the NERC CIP (NorthAmerican Electric Reliability Corporation, Critical Infrastructure
Protection) framework[1]. The importance of the mode of regulation has been recognized by
policy-makers at the highest level [2, 3].

Which of the two modes of regulation is better is a matter of current intense debate
[4, 5]. Much of this is stimulated by the risk-based methodology advocated in drafts of
the (National Institute for Standards and Technology (USA)) Cybersecurity Framework, now
formally released [6]. However, most of this discussion is based on expert opinion rather
than objective evidence. In line with the goals of Seconomics, in ANNEX3 we advocate the
use of models to tackle such questions.

4.2 Structure and Status of Our Models

At present, our models in ANNEX3 simply try to describe the structure and interplay of types
of economic incentive for security (risk-based or rules-based) and to explore the general
kinds of behavioural effects that can arise from this, rather than to be tightly fitted to numer-
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ical data and to make detailed predictions. It may be that such refinement can be done at
some later date, but for now we confine ourselves to theoretical models grounded in our in-
tuition for economic effects and in what our interactions with domain experts (in conjunction
with WP5) have told us about the structure of the problem.

Note that even when data arises that purports to answer the question of which is better,
risk or rules, the complexity of the situation is likely to mean that models will be required
to intepret the meaning and significance of that data, and to provide sensible hypotheses
for potential refutation. That is to say, this is unlikely to be a question that a naive ‘big’
data-gathering exercise and statistical analysis can answer alone in the absence of some
understanding of the underlying economics.

The underlying view of our models is that they are games in the sense of Game Theory.
Put simply, this is the best modelling framework for handling questions about the strategic
interaction of multiple agents — that is to say, situations in which agents may have conflicting
desires for different outcomes and may react, or even anticipate, each other’s choices of how
to influence outcomes.

In order to make progress we make numerous abstractions and simplifications in our
work — these in no way preclude generalization to more ‘realistic’ models. In the present
work we confine ourselves to situations in which a single policy-maker attempts to regulate
the behaviour of a single transmission operator (known as ‘the firm’ throughout).

The policy-maker can make various choices such as: a quantity of spend, a set of security
rules, and a scheme that trades-off how it rewards the firm for its performance in terms
of both auditable compliance and actual performance for its core function — safe, secure,
reliable transmission of electricity. The firm can also make various choices: how much it
spends, how it allocates its resources to complying with rules and to directly mitigating risks
to supply. The actual quality of the job of transmission is dependent upon the latter. Thus
we see that the outcome for the policy-maker (representing society) and the outcome for the
firm are deeply intertwined.

This is encapsulated in our models through the use of a pair of interdependent loss
functions (also known as payoff functions), L and Lp. The interdependent nature of these
function is shown schematically in Figure 3. This figure is reproduced and explained fully in
ANNEX3.

In ANNEX3, models that are simple numerical instantiations of this general framework
are subjected to preliminary investigation. Such simplified models are amenable to mathe-
matical, analytic methods. However, the general framework has been specifically designed
to encompass more general models (for example, with structured sets of rules) and internal
loss calculations that are not simple equations. Such models would need to be explored
within a simulation tool, rather than exactly solved, as discussed in D6.1.

4.3 Context of the Work

There is a significant body of literature on regulation and transmission, some of which fo-
cusses on reliability of transmission and some of which involves the construction of models
[7,8,9, 10, 11]. However, there appears to be little on modelling threats to reliability via infor-
mation security problems where there is the presence of attack agents (rather than natural
hazards) with particular characteristics. The work contained in ANNEXS thus appears to be
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Figure 3: Policy-maker Loss Calculations: Before Stackelberg Equilibriation

timely and well-positioned, but the models and methodology clearly need further refinement.

4.4 Policy Insights

The models that we have are theoretical and have not yet been fully-explored. The insights
available at this stage are therefore necessarily somewhat abstract. Briefly, they are:

1. That models can capture (interesting and relevant aspects of) the fundamental struc-
ture of the objects of policy debate in this area

2. That apparently simple incentive schemes (combining aspects of both risk and rules)
set by the policy-maker can lead to complex optimization problems for the firm. This
may inadvertently lead to behaviour by the firm which is decidedly not ‘pro-social’

3. That the properties of the environment are key to answering the question of rules-
versus-risk: for example, the rapidity (or unpredictability) of the evolving threat envi-
ronment can have a significant impact upon which is more appropriate, since this is
material to the informational advantage that the firm has regarding true security risk.
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Annexes

ANNEX1. Review of Current Legal Instruments for Protect-
ing Critical Infrastructure

In the post-war period the development of regulation for the protection of national infras-
tructure has developed at an astounding pace. The core set of regulations that led to the
development of FERC and NERC in the 1960s and 1970s have been almost completely
overhauled since September 11, 2001 and most national regulatory mechanisms in the Eu-
ropean Union have been restructured since the Lisbon Treaty in December 2007. This paper
reviews the current set of regulatory instruments in the US and the EU and their mechanisms
of action. The critical aspects of this review is in documenting clearly the various important
developments in this area. We focus on legal instruments that have mandated actions rather
than those which set out advisory or coordination roles for governmental bodies.

A tenet of the work in WP6 is in identification of areas of regulatory authority and char-
acterising their modality of operation relative to the Annexes in this document. Current ap-
proaches to aviation security are covered in D6.3. The discussion in this Annex will focus
on Energy regulation, however much of the regulatory instruments reviewed are applicable
to transport and Appendix ANNEX1.5 outlines the full set of legal structures considered in
this summer. The remainder of this paper is organised as follows: §(ANNEX1.1) provides
an overview of legal topics related to critical infrastructure. §(ANNEX1.2) relates the current
EU approach to protecting critical infrastructure and the manner in which these regulatory
mechanisms are filtered to individual members. §(ANNEX1.3) presents an overview of the
US approach to Energy infrastructure protection and provides motivation for the other An-
nexes in this document. Finally, §(ANNEX1.4) provides some comparison and concluding
remarks. An Appendix ANNEX1.5 that covers: all of the relevant legal instruments in this
area for the US and the EU for five years, plus relevant legacy laws dating back to 1996 is
also provided.

ANNEX1.1 Securing Critical Infrastructure

Damage to or discontinuity of critical energy infrastructure (CEI) can have far reaching catas-
trophic economic, political and social repercussions. Hence, Critical infrastructure protection
against all types of hazards has become a major issue in modern society. Critical infras-
tructure consists of physical and information technology assets. Physical security and cyber
security are often intertwined in modern CEl. Since the 1980s utilities increasingly have been
using computerized communication systems and networks, primarily SCADA (Supervisory
Control and Data Acquisition) and DA (Distribution Automation), to communicate with and
control many remote devices on electrical grids. Many of the early SCADA and DA systems
that are still in service today were built with legacy or outdated IT systems that lack inbuilt
cybersecurity. Hence SCADA and DA honeypots attract swarm of sophisticated hackers with
modern tools to breach and manipulate.

Recent technology trends have emphasized the “networking” of all utility computers and
control systems for efficiency and collaboration. As more networks are linked, the pathways
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for cyber spies become myriad and the means of protecting such networks becomes increas-
ingly difficult to maintain. CEIl can be an easy target for terrorists. Since post—9/11, both the
EU and U.S. have taken on Critical Infrastructure Protection (CIP) initiatives that involve
security strategies including prevention, preparedness, and response approach to security
incidents. The EU follows a central approach relied on the European Programme for Critical
Infrastructure Protection (EPCIP) in CIP in Europe, whereas the US follows voluntary and
mandatory guidelines from a range of government and industry agencies.

ANNEX1.2 The EU Approach to Critical Energy Infrastructure Protec-
tion (CEIP)

In 2004, the European Commission drafted a communication entitled “Critical Infrastructure
Protection in the fight against Terrorism” which offers guidelines and suggestions for preven-
tion of, preparedness for and response to terrorist attacks involving critical infrastructure (Cl).
lts proposals for Critical Infrastructure Protection (EPCIP) and a Critical Infrastructure Warn-
ing Information Network (CIWIN) were adopted by the European Council later that same
year. Following a number of seminars and informal expert meetings in 2005, the Commis-
sion produced a Green Paper on a European Programme for Critical Infrastructure Protection
(EPCIP) in November 2005.

The Green Paper recognized the need for action to address systemic vulnerabilities in
critical infrastructures. The threats are seen in terrorism, natural disasters and accidents.
Consequently, while the initial focus of the emerging Critical Infrastructure Policy (CIP) was
on terrorism, the policy evolved into an all-hazards approach. In December 2006 a policy
package on EPCIP was adopted. The package consists of (i) a proposal for a directive
— a key element of the EPCIP—-on the identification and designation of European Ciritical
Infrastructure and the assessment of the need to improve their protection.

The Council adopted the Directive in question on 8 December 2008. (ii) a (nonbinding)
Communication on a European Programme for Critical Infrastructure Protection, which con-
tains nonbinding measures designed to facilitate the implementation of EPCIP, including an
EPCIP Action Plan, the CIWIN (Critical Infrastructure Warning Information Network) network,
CIP (Critical Infrastructure Protection) expert groups, CIP information sharing, identifica-
tion and analysis of sectorial and geographical interdependencies. (iii) Support for Member
States concerning National Critical Infrastructure, (iv) Contingency Planning, (v) the devel-
opment of an External Dimension— External cooperation on CIP will primarily focus on the
EU’s neighbours, and (v) Accompanying financial measures.

In 2010, the European Commission established the Thematic Network on Critical Energy
infrastructure Protection (TNCEIP) as part of the EPCIP in order to ensure a high level
of protection for CEl against external threats. This thematic network consists of Europe’s
energy operators from the gas, electricity and oil sectors. The TNCEIP enables collaboration
and common understanding among the energy operators from the gas, electricity and oll
sectors. The TNCEIP meets on quarterly basis and discusses topics such as contingency
planning in the energy sector, threat assessment, risk management, cyber security and
others to facilitate common understanding. The TNCEIP network’s basic philosophy is to
adopt a common and holistic approach on protecting energy infrastructure of trans-European
scale. TNCEIP urges that the convergence of cyber and physical security is essential to
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set the framework for a unified approach for securing physical and cyberspace. TNCEIP’s
recommendations include:

(i) the setting up of the Critical Infrastructure Warning Information Network (CIWIN) as
a multilevel communication/alert system and an electronic forum for the exchange of CEIP
(CEI Protection) ideas and best practices, (ii) continuing and strengthening public-private
partnership in general between the European Commission, its member states MS) and rele-
vant stakeholders and operators, (iii)fostering cooperation among MS on emerging security
challenges, (iv) development of a common methodology for assessing risks and threats to
the energy infrastructure within Europe.

However, the scope of the final Directive (The Directive 2008/114/EC) is limited to the
energy and transport sectors. ICT sector is not only a sector in its own right but also a
vital support for almost all industries. Hence on 30 March 2009, the Commission adopted
its communication on CIIP (Critical Information Infrastructure Protection) under the general
framework of the EPCIP. The overall goal of the communication is protecting Europe from
large scale cyber-attacks and disruptions. This communication includes an action plan that
covers five areas:

(i) preparedness and prevention by creating European Forum for MS to share information
and policy practices; by promoting European public private partnership for resilience; and by
adopting baseline of capabilities and services for National/Governmental CERTs (Computer
Emergency Response Teams), (ii) detection and response through the development of a Eu-
ropean Information Sharing and Alert Systems—EISAS dedicated to EU citizens and SMEs,
(iii) mitigation and recovery through the following activities: national contingency planning
and exercises, Pan-European exercises on large-scale network security incidents, and re-
inforced cooperation between National/Governmental CERTSs, (iv) international cooperation
by defining European priorities, principles and guidelines for the long term resilience and
stability of the Internet; by promoting the principles and guidelines at global level; and by
enhancing global cooperation on exercises on large-scale Internet incidents. (v) Definition
of criteria for the identification of European Critical Infrastructures in the ICT sector.

Two years later, in 2011, the commission analysed the results achieved that far and
announced follow-up actions in the Communication on CIIP on “Achievements and next
steps: towards global cyber-security”. In the follow-up communication, the commission
calls on member states (MS) to establish a network of well-functioning National/Govern-
mental CERTSs, a European cyber-incident contingency plan and regular National and pan-
European cyber exercises by 2012 to enhance EU preparedness, security and resilience
against major attacks. The commission highlighted the pressing need to make ICT sys-
tems and networks resilient and secure to all possible disruptions whether accidental or
intentional, and demanded greater European coordination of Internet security and resilience
policies. In June 2012, the European Parliament endorsed a resolution on the 2011 com-
munication entitled “Critical Information Infrastructure Protection: towards global cyber se-
curity”.

On July 4, 2013, the European Parliament adopted new EU legislation to fight cyber-
crime. At the beginning of 2013 the European Commission launched two major initiatives on
cyber security—the EU Cyber Security Strategy and a proposal for a Directive on network and
information security. On July 4, 2013, the European Parliament adopted new legislation on
the EU cybersecurity strategy. The Directive has yet to be approved by the EU council. The
EU cybersecurity strategy promotes Europe’s values and interests around the world, estab-
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lishes norms for responsible behaviour, and fosters the application of existing international
laws in cyberspace.

This strategy is also aimed at assisting countries outside the EU with cyber security
capacity-building and promoting international cooperation in cyber issues. The proposed
directive, along with the Cyber Security Strategy, identifies ?critical infrastructure’ sectors
that require more protection against cyber threats, including the energy, transport, banking
and healthcare sectors. The directive builds on rules that have been in force since 2005 and
incorporates into new legislative instruments designed to combat emerging threats including
the emergence of large-scale attacks against information systems, and increased criminal
use of so-called “botnets”, networks of infected computers that can be remotely controlled to
stage large-scale, coordinated attacks.

The proposed directive sets tougher penalties for cyber criminals in the EU. For exam-
ple, the directive sets up a penalty of at least three years’ imprisonment for using botnets.
In addition the Directive aims to improve European criminal justice and police cooperation
by (i) strengthening the existing structure of 24/7 contact points by obliging the EU Mem-
ber States to react to urgent requests within eight hours, and (ii) requiring the EU Member
States to collect basic statistical data on cybercrimes. However there are several important
weaknesses in the proposed directive. Two internal memoranda drafted by the European
Network and Information Security Agency (ENISA) said that the response teams, or CERTSs,
are not spreading their detection nets as widely as possible and are failing fully to share
their information with one another. Another major problem is that Europe and the United
States implement different approaches to cybersecurity, with Washington adopting voluntary
reporting mechanisms against Brussels’ compulsory measures. The different approaches
threaten to create problems for companies across the two major trade blocs.

ANNEX1.3 The US Approach to Critical Energy Infrastructure Protec-
tion (CEIP)

In February 2013, the Obama Administration issued an Executive Order (EO) called Improv-
ing Infrastructure Cybersecurity, with the ultimate goal of engaging Cl owners and operators
in developing, promoting and implementing cybersecurity best practices. The EO calls for the
development of a voluntary risk-based Cybersecurity Framework—a set of industry standards
and best practices to help organizations manage cybersecurity risks. The White House is
also considering a series of incentives such as cybersecurity insurance, grants, and liabil-
ity limitation to encourage the quick adoption of the framework. On February 5, 2014, the
House Homeland Security Committee unanimously approved a cybersecurity bill (H.R.396)
entitled the National Cybersecurity and Critical Infrastructure Protection Act of 2013 ("NCCIP
Act”).

The NCCIP builds on many of the ideas set forth in February 2013 Presidential EO on
cybersecurity. The bill directs NIST (National Institute Standards and Technology) to de-
velop voluntary best practices that include individual privacy and civil liberty protections.
The bill funds the National Cybersecurity and Communication Integration Center (NCCIC).
The NCCIC serves as DHS’24 hour cyber and communications watch and warning center. It
facilitates situational awareness among all partner organizations and serves as a constantly
available cyber incident response and management centre. With approximately 85 percent
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of critical US infrastructure under private sector control, alliances between government and
business are essential for homeland security. Hence, the NCCIP Act establishes an equal
partnership between private industry and DHS and ensures that DHS properly recognizes
industry-led entities to facilitate critical infrastructure protection and incident response. The
NCCIP also amends the Support Anti-Terrorism by Fostering Effective Technologies Act of
2002 (SAFETY ACT) to provide liability protections for those selling or providing agency-
approved cybersecurity technology to customers.

Canada, Mexico and the United States share much of their critical infrastructure. Hence,
on December 12, 2001, the U.S. and Canada signed the Smart Border Declaration and
the 32-point action plane which is based on four pillars: the secure flow of people, the
secure flow of goods, secure infrastructure, and information sharing and coordination in the
enforcement of these objectives. Similarly the U.S. and Mexico signed The U.S.-Mexico
Border Partnership Declaration on March 22, 2002, in Monterrey, Mexico, to develop the
Framework of Cooperation for Critical Infrastructure Protection (CIP). Under this framework,
the government of Mexico and the United States share the commitment to protect their
populations and critical infrastructure from terrorist attacks, natural disasters and any other
eventuality that may compromise their integration and operation.

Following the Northeast Blackout of 2003, the North American Electric Reliability Corpo-
ration (NERC) was established to ensure the reliability of the bulk power system in North
America. NERC develops and enforces reliability standards; monitors the bulk power sys-
tem; assesses and reports on future transmission and generation adequacy; and educates
trains and certifies industry personnel. It coordinates critical infrastructure protection and
cybersecurity and facilitates the exchange of information among the eight regional reliability
organizations. The members of the eight regional organizations come from all segments
of the electricity industry, including investor-owned utilities; federal power agencies; rural
electric cooperatives; state, municipal and provincial utilities; independent power producers;
power marketers, and end-user customers. These entities account for virtually all the elec-
tricity supplied in the United States, Canada and a portion of Mexico. If a power company
is found to be non-compliant with NERC reliability standards, enforcement actions include
NERC-overseen rectification of the non-compliant company’s issues, as well as fines levied
on a sliding scale, proportional to the company’s degree of non-compliance.

ANNEX1.4 Conclusions

EU and US legislation have many of the same objectives, however the threat balance is
somewhat different and as such this has impacted the legislative approaches to infrastruc-
ture legislation. The objective of this section is to provide a comprehensive summary of
the current state of the these legal instruments and their deployment across the areas of
interest. We see that the EU structure has tended to be state led, and has a high level of
coordination and best practice associated with it. The actual implementation tends to hap-
pen at the member state level. The US approach tends to set high level across the board
rules and then set states with the task of providing audit of those rules. The EU approach to
liability is unclear and as such unless or until a major event occurs the mechanisms for dis-
tribution and recovery are based on the relatively narrow risk assessment within the various
directives. US legislation is very different. In Table ANNEX1.5 we document many pieces
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of primary US legislation with security either as the main focus or one of the key elements.
Liability definitions are very specific and costings are incorporated into the legal framework,
therefore contractual elements have been built in to provide cost sharing of risks. This may
prove an interesting domain of research for future application of US style regulation to the
EU.
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SECONOMICS

ANNEX1.5 Appendix: List of Legal and Regulatory Instruments

D6.2 - A report on the interaction of systems models and models of economics, law and
society | page 31/109
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ANNEX2. Public Policy and Information Security

ANNEX2.1 Public Policy

This paper reviews some theoretical results in the area of public policy related to security.
Broadly, we assume that there are three types of players in a strategic game: targets (usually
thought to be firms or individuals), attackers (an unknown typology, but assumed to have
some form of consistent preferences) and a public-policy maker that has responsibility for
the aggregate security of the targets subject to their own set of preferences.

The models presented in this paper tend to assume ex-ante identical targets and attack-
ers this is for reasons of analytical tractability. However, the core ideas are easily extensible
to a simulated example, that permits variation in attacker and target behaviour. Of course,
this variation results in the solutions having to be computed numerically rather than analyti-
cally (with an explicit mathematical formulation).

ANNEX2.1.1 Background

The key question for this deliverable is: how do firms choose investments in security? We
then construct a dynamic model of investment and solve for an individual firms optimal
choice. Next we outline a set of assumptions on how attackers choose to involve themselves
in attacks on targets. As this is a public policy decision we do not look at the fine structure
of the interaction between specific attackers and targets, however we assume some form
of statistical matching. The main results are in the form of analytic equilibrium solutions for
investment and risk.

Our results are calibrated to qualitative and quantitative data provided by NGRID sum-
marised in the validation section of Deliverable 2.4. Our quantitative model provides an
approach for assessing the impact of sudden changes in the capabilities of attackers and
targets, using a nested cost-benefit analysis.

ANNEX2.2 The Model

We follow [21] and [22] in formulating an equilibrium model with attacker externalities. We
consider a set of Ny ex-ante identical targets choosing to allocate defensive resources that
mitigate the harm from attacks.

In a departure from previous models the targets need to solve, simultaneously, a multi-
dimensional resource allocation problem. Let the subscripts h and / represent to potential
areas of allocation of assets and let x, > 0 and x; > 0 be one off investments made at time
I in securing those areas. Let z be a switching variable such that a fraction 0 < z < 1 of
assets are allocated between hand /.

Let gicqiny - Ry — [0, 1] be a function that determines the instantaneous, time t risk for a
fixed time horizon where (f, T) = {t|ly < t < T}. When properly specified we can interpret
o as the instant probability of a successful attack. We will refer to z as the ‘asset allocation’
and to two further quantities x; and x; as the ‘investment allocation’ stated combinations are
referred as ‘allocation bundles’.
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A reasonable assumption is that increased investment Xic(» reduces the probability
of a successful attack, i.e. JGicy,m/0Xicy,m < 0, ceteris paribus. However, with increas-
ing investment is a decreasing marginal reduction in the probability of a successful attack
826,-6{,,,7} /8x,2E o > 0. Similarly, with increased attacking intensity nic(,» on the particular
area of allocation there should be a corresponding increase in the probability of a successful
attack 0Gic,m/Onicy,m > 0. A functional form for ¢ that satisfies these conditions is the
following multiplicative model:

gi=e Yind. e {l h} (1)

under this formulation there is an upper bound on 7njcqm Of 7 < e Xivi for | € {l, h} such
that 5; may still be interpreted as probability of a successful attack. Here < n is relative
marginal decrease in ¢ c(/,m for a unitincrease in Xjc(; ny. Analogously, aicy ) is the elasticity
of attack.

Let L > 0 be an instantaneous value of assets at risk from attack and 5 € R be a
subjective discount rate determining the time preferences of all targets. The risk neutral
expected loss over the time horizon &, < t < T, is given by

T
VL = / et (zoy(x;,m) L+ (1 — 2) on (Xn, mp) L) dt + X; + Xp. 2)
I

The optimal allocation bundle (z°, x7, x;), when attacking intensity is exogenous, is the
simultaneous solution of {0V, /0x, = 0,0V, /0x, = 0,0V, /0z = 0}. By construction, if
aieqny > 0, wie{l,h} >0, L >0, 3 > 0and z € (0,1) a minima of this function ex-
ists. By assumption we set that the optimal allocation must be either (Xjcixm) € R, when
(Niegx,my) € R,, or if the minima lies at X;c(; 5 < 0, then x,%{,,h} = 0. Similarly we impose the
inequality constraint that 0 < z° < 1.

In this model we assume that attacker externalities are driven by the diffuse-attacking-
mass approach first suggested in [21] and refined in [22]. In this approach attackers are
assumed to be ex-ante identical and randomly allocated to targets with identical probability
1/Nr. Attackers are assumed to be able to make independent decisions on the type of
attacks (analogous to entering the market for a given the asset area (/, h)).

A useful interpretation of the attacker cost per unit is that attackers need to develop
an attacking tool at cost ¢ each time they engage a target. The attacker then chooses
the medium by which they seek to monetize (in the case of terrorists monetization is via
utility equivalents) their attacking effort. An example could be corporate network information
channels versus industrial control systems. Attackers at inception may not know which target
they intend to attack or from the viewpoint of the policy-maker, in this setting, it is irrelevant
who is attacking the targets, from the target-attacker transaction viewpoint, the salient point
is the aggregate level of loss incurred in the presence of attacking intent.

What is important, to the policy-maker, is the overall mass of attacks against systems
containing assets under the type / and type h and this will be influenced by the aggregate be-
haviour of targets and attackers, rather than the microstructure of individual attack-defence
interactions. The more attractive the ecosystem is to attackers then the greater the mass of
attacks against its individual components.
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Let the number of attackers for each asset area is N ic(;,n and the ratio of attackers per
target is the attacking intensity nic(,n = Najcq,m/Nr. Let the reward R > 0 for a successful
attack be proportional to the assets allocated in each area h and / and for notational com-
pactness let (.., = zand (;., = 1 — z. Set v = ¢/R to be the cost ratio of attack, where c is
the unit cost of a single attack. When attacker time preferences are described by the § the
profit function for a single attacker is:

T

|=|A,i = /e“”(in,‘1&,- (X7, mi) at—-~, i€ {/, h} (3)
b

in this case we assume that attackers do not coordinate attacks (or are commissioned by
a single attacker) and rewards are claimed on a first-winner-takes-all basis. Attackers are
assumed to be drawn from a pool and make one-off entry decisions until marginal cost and
marginal benefit are equal and hence 1, = 0.

Assuming that targets and attackers have positive discount rates the appropriate time
horizon, T, for empirical analysis, maybe determined endogenously. Let A be an arbitrarily
large, but not infinite, number. For a given discount factor, § = min(s, 3), by construction
lim7_ o ftOT 6-'e~%dt=1. Therefore, the approximation of the time horizon T covering the
1 — 1/ proportion of the future losses is derived from T = log(\)/4. In §(ANNEX2.3) of this
paper we shall follow [22] and assume that 3 > ¢ and that T = log(})/4, such that the interval
fy to T covers 90% of the expected present value, i.e. A = 10.

Proposition 1a: Existence of Nash equilibrium target allocations

Following the preceding assumptions, when &; = e=¥*n® for i € {I, h}, the Nash equilibrium
allocations of x,, x; and z denoted x;, x;* and zx are

« QO <L¢i¢j2<eé7- - 1)2> Oé,'(ST
x; = —log 5 | — ;
Vi V653 (15 + ) bi
. (G
z Vh+ Y )
Proof is in § ANNEX2.5.1. Note that in the multiplicative separably additive form of Gic(n
the Nash equilibrium allocation z* is a simple function of ¥, 5y and when ¢, = ¢, the alloca-
tion is equal. If we add a constraint x; + x, = X, where X is a hard budget constraint then the
attacking effort in each asset area enters the function for z. We will demonstrate in §§(AN-
NEX2.2.5) that in this modelling approach we do not have to place an arbitrary constraint on
X; + Xp 10 create conditions similar to the standard results obtained when optimising under a
hard budget restriction.

ie{l,h},je{l,h},j#i

Proposition 1b: Existence of Nash equilibrium attacker intensities

Following from Proposition 1a the Nash equilibrium attacker intensities, denoted »n; and 7},
are

0= (M) iR (i 5)
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where x* (1, is the functional forms of the Nash equilibrium given in Proposition 1a.

Proof is given in § ANNEX2.5.1. This solution is subject to the upper bound of n; < e X
for i € {l, h}.

ANNEX2.2.1 Introducing the Public Policy-Maker

The subject of this paper is resilience and why a system might not be resilient to security
shocks through the choices of the individual components. The first policy action we will
evaluate replicates our previous work by postulating a Stackelberg policy framework in which
the policy maker setting rules relative to a target level of global welfare. When the policy-
maker is fully informed our model reverts to a standard mechanism design problem whereby
the policy-maker is able to set a mandatory investment bundle (denoted by the lower bar) on
the individual targets (X, X,) as well as imposing a specific asset allocation z and maximise
global welfare (by minimize total loss).

The Nash equilibrium allocations for the Ny targets assumes no social coordination.
Therefore, the Nash equilibrium allocation (x;, x;, z*) of defensive effort and correspond-
ing attacking intensities (7}, ;) will not necessarily be the first best solution for Pareto effi-
ciency. Let (x,T , x,ﬁ, Z") be the Pareto efficient allocations for a given set of model parameters
(Qicqrny By 7505 As Yieqiny, L)

For a classical efficiency a public policy maker imposing (X, X», Z) Pareto efficiency is
only achieved when the subjective discount rate of the policy-maker is equal to  for a single
allocation, this is relatively simple and is illustrated in the next subsection. Indeed, the sub-
jective viewpoint of the targets heterogeneous discount rates, the chosen values of (x;, Xy, Z)
cannot be the Pareto efficient allocation (x/, x|, z), when 5 # 3.

ANNEX2.2.2 The Fully Informed (x;, x5, z) setting Public-Policy-Maker

Let the social discount rate be 5. A fully informed public policy sets a mandatory level of
(X1, Xn, 2) by minimizing the following loss function

.
Ve = / e 7126, (X1, m}) L+ (1 — 2) 64 (Xp, m5) L) dt + X + Xn (6)
b

where 77 (x;, z) for i € {/, h} is the solution to

T

/ e“”C,-n,‘15,- (Xi,m)dt=~, i€ {/, h} (7)

)

in terms of (x;, Xy, Z). We can see that by internalizing the attacker reaction curve the fully in-
formed policy maker with identical time preferences to the homogenous targets 3 = 5 will set
an allocation bundle (X;, Xs, 2). In the multi-allocation form of the model, when &; = e=¥*ip
for i € {I, h} proof that (X, X, 2) = (x/, x!, z") when § = j3 for all parameter combinations, is
not possible as z does not have an analytically tractable form, other than in certain special
cases, for instance a; = ap = a.
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However, let us now consider a constraint on weighting aspect of the bundle z across
asset areas. A logical constraint would be to set z = v, /(¢ + 1), the Nash equilibrium allo-
cation. However, other constraints on z can be reasonably justified as we will demonstrate
subsequently.

Proposition 2a: The Fully Informed Public-Policy-Maker Investment Allocation

When 5; = e~ ¥*in? and let Z = ¢n/(¢n + 1), the policy-maker’s optimal investment allocation
(X1, Xn) is

T SN (1
X, = —log <w,-(¢,-+1p,-)‘af> +%Iog (;5(e” — 1)) +

¥

BT(ai—=1) 6Ta;\  (oi—1) —B (aj—1)
< Vi Vi )+ Vi o9 <L¢i(eBT_1)>,
ic{l,hy,je{l,h},j#i (8)

Proof: Is given in § ANNEX2.5.2.

Proposition 2b: Attacking Intensity with a Fully informed Public-Policy-Maker

Following from Proposition 2a the attacker intensity nc( m is

(i (e — 1) eFT
"= v6 () + 1)

where X; is given in Equation 8.

Proof: Is also given in § ANNEX2.5.2. The solution is again subject to an upper bound of
upper bound of n; < e i for | € {l, h}. We can compare the solutions in Equations 8
and 9 for the fully informed policy-maker versus those in Equations 4 and 5. This leads us
to a further Proposition as follows.

) je (LA e {lLhy) i ©)

Proposition 2c: The Public-Policy-Maker Improvement

When ;= e~ ¥*n with 8 > 3 and aicqny > 0, Yicgim > 0,7 > 0,6 > 0, L > 0 and the asset
allocation is constrained to z = /(v + 1), the Policy-makers mandated investment Xc
is always greater than or equal to the Nash equilibrium investment bundle x*;c( ;-
Proof: is obtained by substituting the expressions Xjc(,m and x*;c ;5 in Equations 4 and 8
into the functional form Xcy.m > X*jcqn @nd subject to the constraint 5 > . By solving the
two inequalities simultaneously for each parameter relative to its own constrainti.e. e n >
0,%icgny > 0,7 > 0,6 > 0,L > 0 by inspection the constraint 3 > 3 is never violated.
The complete set of steps of the proof are relatively simple albeit algebraically long and is
available from the authors on request.

A useful by product of the comparison between Propositions 1 and 2 is that we can
define an upper bound on 3 > /3 such that the policy-maker does at least as well as the
Nash equilibrium even when the policy-maker weights potential near term losses more than
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the targets (non-progressive bound on policy-maker ability). Again this is covered in more
detail for the one dimensional case in [22].

The attacker intensities follow from the functional form of the Nash equilibrium, except
with Xic(ny replacing Xiciipm as in Equation 9, from the chosen functional form of Gicg p,
nicq,m We know that overall loss decreases with increasing Xic(,x, ceteris paribus, and we
know by construction that X > x* when we constrain z = ¢y, /(1)n + ¢;) and 5 > f.

Following [22] we also consider an non-discounted metric V, that measures total cost
from attacks and investment, we shall consider a detailed functional form in §§(ANNEX2.2.6).
When Xxic(; m is set by the fully informed policy-maker minimising the objective function set
out in Equation 6 and 5i€{l,h}a ﬁie{"h} with z = Q/Jh/(@bh + @Z)/) and g > B then \7,4()-(,'6{/’,,}) will
be lower than \7A(5(,-*€{,,h}) for all combinations of ajcyny > 0, %icgny > 0,7 > 0,0 > 0 and

L > 0. It should be noted that by construction V, is not an objective function (its minima is
unbounded in Xic(; ny). However, the functional form of Vj is useful in measuring the effect of
the transition from Xz, ,\ 10 Xic(,ny free from the subjective discount rates 5 and f.

ANNEX2.2.3 Reducing the Policy-maker’s Abilities

The preceding notion of the policy-maker assumed that he/she had the ability to impose
(X1, Xn, Z) on the targets and thus achieve a lower loss in Vp than the Nash equilibrium allo-
cation of (x/, x;, z*). This result is useful is unsurprising, the policy-maker acts as a classic
public policy maker and sets the mechanism so that any attacking externalities are inter-
nalised by the targets. A less intuitive fact is that it is the policy-makers discount rate 3
that determines if, from the viewpoint of the targets with discount rate 3, a Pareto efficient
solution has been achieved.

Therefore when 3 # ( a natural antagonism will exist between the targets and the policy-
maker and if the policy-maker requires, periodically for instance, to have their power to set
(x;, X, Z) ratified by the targets then it is likely that 5 — 3, however if the individual targets
have heterogeneous discount rates then the policy-maker will never be able to attain the
Pareto efficient solution, unless each target is allowed to state their own discount rate. The
issue occurs that targets may overstate their discount rates (we can consider the security
resource allocation to be part of a wider investment bundle for the targets) and as such the
targets will simply tend back to the Nash equilibrium. We leave extended discussion of this
effect to future work.

Moving back to the simplified ex-ante identical targets example, further interesting cases
can be analysed by restricting either the action set and/or the information set of the policy-
maker. Indeed, these cases present the type of situations where the policy-maker is unable
to maintain the resilience of the ecosystem of targets in the presence of shocks to specific
parameters (we will focus on shocks to the technology parameters a;c(,n and yjc g ny. We will
focus on the fully informed policy-maker with limited action and finally the partially informed
policy-maker with limited action.

ANNEX2.2.4 Full Information with Limited Action: Majority and Minority Cases

First, let us consider the case whereby the policy-maker can observe X, and z, but can
only impose constraints on x;, and z. We designate this the majority-action-case, i.e. the
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policy-maker controls the majority of variables affecting the allocation bundle (two variables)
and the individual agents control a minority of it (one variable).

A similar case occurs when the the policy-maker can only impose constraints on x, and
X;, but observes z, the results are intuitively identical). In this case targets x; and z are now
exogenous and their problem reduces to a one dimensional optimisation problem that seeks
to minimize

Xi(Z, Xn, n1,mp) =
T

arg min / e ft (Z&/ (X/, 77/) L+ (1 - Z)5’h ()-(h, 77h) L) dt + x; + Xp (1 O)
X| to

where X/(z, xn, n1, mp) 1S the targets optimal solution to x; as a function of the now imposed
values of xj, z and the attacker intensity choices 7, and 7. The intuition behind this approach
is that the policy-maker sets some collection of rules that identify the allocation z and then
impose some investment on that allocation x,. The optimal bundle of (x,, z) from the view-
point of the policy-maker is denoted (X, Z). The policy-maker therefore solves the other two
thirds of the allocation using the following objective function

()_(h! 2) =
T
arg min / e (1 = 2051 (% (2, Xy 10 15) » 70) L + 26 (Xps ) L) it

Xp,Z
fo

+X1 (2, Xn, 0}, M) + Xn (11)

where Mic1hy is the solution to the attacker intensities give in Equation 7, however the policy-
maker anticipates the reaction of the target into the objective function for x;.

In this instance almost all of the policy-maker objectives in (x;, xx, 2) from can be achieved
as the policy-maker can impose themselves on two out of the three degrees of freedom in
the model. We can also see implicitly that when § = 3, i.e. the policy-maker and targets have
aligned time preferences, then the policy-maker will achieve a broadly similar risk profile to
the case when the policy-maker controls all of the degrees of freedom (x;, x, z). Whilst
the policy-maker can attain their risk trade-off they do so at a lower level of efficiency (in
terms of total initial cost x; + x;) than if the policy-maker controlled (x;, x5, z). Unless an
arbitrary upper bound is placed on x, + x; the policy-maker can achieve a global minima
for any given combination of a;cym and ey, Dy imposing a shift of assets (if necessary)
into their domain. In the extreme case when z — 1, the policy-maker has control over all
assets and sets an unbounded investment in protection of x, as essentially one dimensional
optimization problem.

Reducing the policy-makers action space to only one of the three allocation variables
(designated the minority action case) provides a far greater limitation to their action space
and now substantially impairs the policy-makers’ ability to internalise the attacker externali-
ties and adjust the total level of risk in response to a change in ajcq,m OF Yicqn. However,
the circumstances under which a policy-maker would be able to observe, but have no direct
influence on behaviour violates one of the previously stated roles of the policy-maker in the
ecosystem. We leave the motivation and analysis of this fully informed, but substantively
limited policy-maker to future work.
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ANNEX2.2.5 The Partially Informed policy-maker with Limited Action: Minority Case

We skip the fully informed policy-maker with limited action case and move directly to a par-
tially informed policy-maker with minority-action. This, in theory, is the most interesting case
as it illustrates the limitations of the policy-makers actions in response to changes in ajcg,ny
or vjcq,m and also illustrates that with limited information the policy-maker can in fact provide
a worse global outcome than the Nash equilibrium without the policy-maker.

Let the policy-maker observe and enforce only x,. The policy-maker can observe and
internalise the externality in 75, but cannot observe or enforce z and x;,. The targets then
choose the investment and allocation bundle (x;, z) following:

(X1, Z; Xny M1, mp) =
T

arg min / e‘ﬁt (25‘/ (X/, ’I]/) L+ (1 — 2)(}/7 ()_(h, ’I]h) L) at + X+ Xp (1 2)
X, Z b

the policy-maker now solves the following minority optimization given the policy-makers in-
formation set:

.

(1) = arg min / & 7 (Lo (%, 7)) dlt + xy (13)
Xh to

where 7; is the solution to the attacker entry problem from Equation 3, but only for the h

asset class, from the policy-makers point of view this is now:

i
/ & G 5 (X 1) Ot = (14)
)

Note that the policy-maker now takes L as the value of losses, this is because the policy-
maker can no longer identify zL and (1 — z)L, the policy-maker is simply given L by the targets
at an a-priori stage and is assumed to be exogenous. Similarly, whilst {, is equal to z from
the viewpoint of attackers and targets it is simply a parameter unrelated to the overall asset
allocation of the targets from the point of view of the policy-maker. The policy-maker is now
unwittingly, not a Stackelberg policy maker, but in a Nash equilibrium with the targets and
attackers.

The attackers are also solving their entry and exit decision for assets in allocation /,
following ftOT e°'Cm, 5 (x1, 1) dt = v this is unobserved from the point of view of the policy-
maker, but is accounted for as part of a Nash equilibrium by the targets. For tractability we
assume that from the viewpoint of the attackers ¢, is set exogenously and at a fixed ratio
to L. There is no loss of generality (L is exogenous by construction and ¢, are already set
in a pre-optimisation between the attackers and the policy-maker) and we are specifically
interested in the reaction of targets setting x; and attackers choosing 7,, to demonstrate the
natural limits that appear in the game.
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Proposition 3a: Attackers and policy-maker in asset class h

When &; = e"¥*in, for i € {I, h}, the policy-maker’s objective function is as stated in Equa-
tion 13 and the attacker dynamics are as those given in Equation 14 the policy-makers
optimal mandated investment allocation is

% = —“log(Le"” — 1)u) — 22 loglr3(Ce’” - )
h U
#(Iog(ﬁ‘ah ) —an)+anT(F ) — 3T). (15)

Following from the policy-maker’s choice the attacker intensity given the policy-maker actions
nh IS given by

_ = e&T _ 1 e—)-(h’L/)h—(ST ﬁ
in = (C AR ) (16)
gl

where X, is as defined in Equation 15.

Proof: is presented in the §. Note, that the policy-makers’ choice is effectively determined
by three variables L, {, and 3, we shall assume that these are, a priori, in policy-maker’s
information set. It is worth reiterating that at this stage decisions regarding z, x; and 7, are
by construction not included in this optimization. However, we do not have to impose these
restrictions, as the derivative of the policy-makers objective function given the multiplicative
form of 5; = e ¥*in, for i € {I, h} with respect to x, does not include x; and 7. So the only
implicitly restricted information is replaced by L, (. This neat result is of course notreplicated
for more complex forms of &; which affect the behaviour of attackers in asset class h.

Proposition 3b: Attackers and targets in asset class /

We now move to the targets and attackers new equilibrium. When &; = e=*ip™, for i € {I, h}
and the targets’ objective is as specified in Equation 12 the the equilibrium allocation bundle
X;, Z will be

1 ) _
X = - log(ii") + %(Iog(nﬁ”) +log(B(e’T — 1)ij; ") — (17)
log(v6y(€°T — 1)L) + BT — 5T) + Xibn
ﬁ,r‘]*ah e)‘(h¢h+/3T
T h
2= et —1) (18)

and the attacker intensity 7, is given by

1
z(e’T — 1 e—x,iw,—éT T—ay
n ( ( ) ) : (19)

Yo

Proof: Is provided in § ANNEX2.5.3. Note that we use the I to denote this new equilibrium
for the targets as it is not strictly a Nash equilibrium solution as that stated in Proposition 1a.
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ANNEX2.2.6 Measuring Resilience

Measuring the impact of technological shocks to «;jcg/ny, ¥iicq,ny and economic shocks to
B, B, 6, L and ~ is a tricky task and requires creation of an arbitrary metric. In this case we
combine the equilibrium values of Xjc(m, Z and n;cq,m, using an total non-discounted loss
function for the risk component only, this is given as follows

Ua0,0) = [ 25103 3) L+ (1 = 20 i ) L (20)
fo

Vo= (2, Xic(nys Tieginy) @)

U = (aiieqn, Viiegny) (22)

where T = log(\)/6 and # = min(3, 3, 6), for an arbitrary number )\, we assume this to be
ten, so the simulation covers 90% of the future value. v is the collection of choice variables
under the various policy options and is detailed below. & is the collection of technology
shocks under consideration.

Other sensitivity metrics can be used (for instance the same as above, however dis-
counting at the policy-maker discount rate. However, part of our stress test is to evaluate the
impact of varying /3, therefore to ensure this is fair experiment we have decided to use the
functional form provided in Equation 20.

To derive the sensitivity of the system to technology shocks we substitute the functional
forms for Xic,ny, Z @and njcq,py into Equation 20 and then compute the four partial derivatives
with respect to ajjcqi.my, Yiicq,m to give a combined sensitivity metric. We divide the evalua-
tion of these partial derivatives into the three cases covered in the paper, Nash equilibrium
in the absence of the policy-maker, the fully informed policy-maker and the partially informed
policy-maker with minority action case.

The response function to technology shocks is the numerical evaluation of the following
ordinary differential equation

.
- 0z . (0% O o(1—2). (9% OF
0 = g () b "o (G ) Lo (23)

b

{cicqm, Yiegm}

-
|

where each case has a set of functional forms for z, Xic(;»y and njcqn}. We have denoted
the three cases as follows: ¥ = v* and & = u* for the Nash equilibrium, ¥ = v and & = & for
the fully informed policy-maker and ¥ = ¥* and & = &i* for the partially informed policy-maker
with minority action case.

Let Va(v*, u*) and T(u*) be, respectively, the total non-discounted loss for the risk com-
ponent under the Nash equilibrium and the corresponding collection of response functions.
Similarly let Va(v, @), 1(T1) and V(v o), 1() be, respectively, the same pair of function and
collection of functions for the fully informed policy-maker and the partially informed policy-
maker with minority action cases.

We can measure the effectiveness of the policy-maker by comparing Va(v*, u*) to Va(v, ).
We can also evaluate the erosion in risk reduction caused by restricting the policy-makers
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informations set and action space by pairwise evaluation of V4(v*,u*) and Va(v, &) with
Va(vt, Ut

To examine the impact of shocks and measure resilience we compare the response func-
tions I(u*) and /(i) to evaluate the impact of the fully informed policy-maker. Finally, we can
compare the resilience of the system when the policy-makers information set is restricted by
comparing 1(u*) and /(& to I(ii), for varying sizes of shocks in &I. In particular we will focus
on ajegy ny-

ANNEX2.2.7 Discussion

The various forms of the model, we have proposed, assumes that targets are ex-ante iden-
tical. This is of course a simplifying assumption to lend tractability to the derivation and
illustration of the specific effects that we are attempting to identify. However, this is not as
limiting an assumption a would initially be presumed.

The issue with heterogeneity of target type (in terms of vulnerability or magnitude of loss)
is that once we assume a policy-maker in the role of a policy maker determining mandatory
investments this policy-maker would necessarily have to identify each targets Pareto efficient
investment. For a large cross section of targets this could potentially be a costly information
gathering exercise.

In [21] the need for correct identification of target type is a necessary, but not sufficient,
requirement for the policy-maker in determining the Pareto efficient investment allocation.
If the policy-maker imposes mandatory investment in response to the voluntary informa-
tion disclosure of a targets vulnerability characteristics (thus reducing the costly information
gathering exercise).

However, targets may be incentivised to under-disclose their characteristics (for instance
due to budget pressures) and the remediation action of the policy-maker is therefore ren-
dered ineffective. A standard approach to this is contingent audit, see for instance early
research in this area in [23, 24] and later work in [25, 26]

In this case targets are asked to declare their characteristics by the policy-maker, in
terms of vulnerability and magnitude of loss. In the event of an incident there is a chance
of audit (with known likelihood) and a large penalty (necessarily large enough for incentive
compatibility) for incorrect prior identification to the policy-maker. If the target has correctly
identified their characteristics then no fine is levied.

For the types of model proposed in [21, 22] this approach would allow the policy-maker to
coordinate and mandate investment allocations with targets declaring their own vulnerability
and loss characteristics. The allocation would therefore be Pareto efficient from the viewpoint
of the policy-maker. However, the allocation will not necessarily be Pareto efficient from the
viewpoint of the target as the policy-maker and target time preferences may be divergent.

This is further exaggerated when the targets have the ability to hide assets from the
policy-maker. When the policy-makers discount rate is very low relative to the targets then
under certain cases of the model targets will move their assets to the class labelled h, by
decreasing z substantially towards zero. This leaves very few assets in class h regulated by
the policy-maker.

When shocks (say to the elasticity of the technology of attack in class / denoted «))
result in a higher level of viable attacking intensity in equilibrium, then targets can either
choose to shift their assets to h by decreasing z or try to cope with the increasing attacks
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in /. Unfortunately, the game between attackers and targets in / achieves an equilibrium
with externalities. Moreover, for certain versions of the model, the total risk when the policy-
maker takes action without observing x; and z may be substantially higher (by orders of
magnitude) than if the targets and attackers achieved a Nash equilibrium in the absence of
the policy-maker. We will demonstrate this case in §(ANNEX2.3).

An obvious further question arises, as why the targets do not inform the policy-maker of
z and x;? It might be possible to only recover the target type from explicitly described in-
formation systems (such as those regulated under national critical infrastructure legislation).
The forced revelation of type argument above, therefore only works for the information asset
types covered under the policy-makers mandate.

Several rationales can be put forward to explain why the common knowledge assumption
of z and x; might not be shared with the policy-maker by the targets. First, if g is much
larger than § then the targets do not share the sustainability objectives of the policy-maker
defined in terms of their time preferences (the targets are far shorter term than the policy
maker), therefore the targets may make a strategic choice, in an initial sub-game, to hide
z and x; from the policy-maker. Second, an alternative explanation that does not require
another greater mechanism to explain it, is that the targets and policy-maker initially entered
into a Stackelberg arrangement that is binding to the policy-maker (to accomplish some
sustainability target and internalize externalities in x;). The policy-maker sets x; within the
framework of the original agreement and this optimization rule continues through the life of
the ecosystem, even when potentially new assets x; exist.

Indeed, The policy-maker may simply not have the information processing power to su-
pervise all assets and then cover them under relevant tort law liability conditions, for the
targets self revelation approach to work. If there are a very large number of targets with
highly diverse information assets then the ability to fully audit may not be possible. Obvi-
ously the model assumes company types in x; are ex-ante homogenous.

One can think of a set of regulations (in the form of fixed rules) designed by the policy-
maker and requiring the disclosure of targets’ assets such that the investment x; internalises
attacker externalities across targets (on the assumption that this is the complete set of as-
sets). However, after a time, new assets not covered by the rules appear, or methods that
allow targets to de-recognize these assets from the policy-maker now exist.

We now move onto a worked example that illustrates our modelling approach in a specific
business context.

ANNEX2.3 Application to ICS/SCADA and Corporate Networks

Industrial control systems (ICS) are ubiquitous in most large industrial firms and related or-
ganisations. A further common type of ICS are supervisory control and data acquisition
(SCADA) systems. These systems are designed to automatically or semi-automatically con-
trol industrial processes. Examples of such systems can be found in petroleum exploration
and processing, gas distribution, bulk electricity transmission, various parts of the nuclear
industry and most manufacturing processes. Similar, or identical types of systems may be
found in defensive applications, such as automatic air defence systems.

ICS/SCADA systems are often very complex and deal with a large number of different
types of sensors and actuators affecting the various aspects of the system in question. IC-
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S/SCADA systems and the security of ICS/SCADA systems is not a new topic however,
when many of the ICS/SCADA systems were first installed they were viewed as standalone
assets and as such the major security concern was physical access to the control system
or by physically tapping directly into the data acquisition sensors and/or the control commu-
nications to actuators. For our purposes this distinction between ICS and SCADA is non
critical and we shall refer generically to ICS/SCADA as a single type of assets within a target
organization.

Our main question centres on whether a firm would seek to adjust its declared mix of
ICS/SCADA and corporate information assets (we explicitly do not include physical assets
in this example) to avoid costly regulation. We will assume that there exists some legacy
regulation of certain types of ICS/SCADA systems and that firms can choose to replace
some or all of the information architecture of theses systems with analogous technologies
run on an unregulated corporate network.

For a closed ICS/SCADA system to inflict damage traditionally an attacker would need
a) a-priori information on the function of the ICS/SCADA system and b) if it is an analogue
system, knowledge of the individual communication lines between the ICS/SCADA system
and the sensors and actuators. The attacker would also need to understand the various
states of the system and why and how the ICS/SCADA system adjusted to various different
stimuli. As the attack would need to have some form of physical penetration this knowledge
would need to be obtained prior to the attack.

However, a recent trend has seen a greater integration of corporate networks and ICS/
SCADA systems. The reasons for this integration are complex, but in most cases are driven
by the need for greater flexibility and the cost reduction associated with a more networked
organisation. For instance, instead of having operator input from each physical site, system
oversight can be run centrally with communications via internet protocol (IP) and cellular
data (denoted 3G) communications networks.

With this shift to a networked organisation, where standard corporate network assets and
physical ICS/SCADA assets have high levels of interoperability comes obvious security risks.
For certain types of industry, for instance bulk electricity transmission, most ICS/ SCADA
assets have systematic security controls placed on them by public policy makers acting
on behalf of society as a whole (performing the policy-maker role). In the US 1,900 bulk
power system operators are regulated by The North American Electric Reliability Corporation
(NERC), a not for profit organisation with the role of coordinating the individual operators.

Each operator will have a ICS/SCADA system that manages the bulk electricity trans-
mission in their area. This will be a network of communications that monitor the physical
network of power cables, transformers and substations. We can think of this as an informa-
tion ecosystem with individual information assets and we will assume that this is analogous
to our h asset class.

In addition to the ICS/SCADA assets, the various operators have corporate networks that
provide on-going information services for the normal business activities for each operator.
The information assets stored in this information ecosystem are designated the / assets. The
corporate network has many of the same features as the ICS/SCADA system from an infor-
mation perspective and there are elements of substitutability between the two. For instance,
an operator could phase out using expensive fibre optic cables to communicate between
ICS/SCADA systems and substations and replace this with a IP or 3G type communications.

A successful penetration of a corporate network that is integrated with an ICS/SCADA
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now provides attackers with a potentially more effective means of attacking the ICS/ SCADA
system. The attacker can sit an learn the systems properties via sampling and observation
of the ICS/SCADA systems normal operation and then use this information to either provide
a-priori information to improve the chance of success of a physical attack or actually attack
the ICS/SCADA system directly through the corporate network.

As a community of targets, systematic under investment across all targets leads to in-
creased attacking intensity and this provides a negative externality that requires coordination
across targets in order to internalise this cost. We will illustrate three cases for this exam-
ple, first where targets are unregulated and choose investment using the Nash equilibrium
approach in §(ANNEX2.2). We will then demonstrate the improvement that can be achieved
by the fully informed policy-maker. Finally, we will illustrate the deterioration in security when
targets can shift assets from the oversight of the policy-maker and the policy-maker can
no longer mandate investment. In each case we will illustrate the change in total risk with
shocks to attacker elasticities and why targets may find it attractive to move assets from a
regulated to an unregulated environment.

109



Total Undiscounted Loss (Risk Component): Nash Equilibrium Steward is Absent

Va/L

o1f

@]

L L L L L
0.2 0.4 0.6 0.8 1.0

Figure 4: Nash equilibrium total non-discounted loss function V, as a function of «;. Note
that as attacking technology increases total also increases almost linearly over a reasonable
range of «;.
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Figure 5: Nash equilibrium response function 1(«) as a function of an increasing shock in «,
the abscissa values. The response function represents the transmission rate of the shock
in oy is almost constant for a given ey n = ¥, which effectively determines the order of
magnitude of the adjustment.

ANNEX2.3.1 Simulation for Bulk Electricity Transmission

This simulation is designed to provide an overview of the intuition of our model and is not
supposed to provide specific quantification for our proposed application. However, we have
tried to stay close to real data when possible.

Let us assume that targets have a discount rate of 20% per annum (5 = log(6/5) continu-
ous growth rate), in this case when A\ = 10, the target time overall horizon is T = 12.3 years.
This appears to be a reasonable assumption for the amortisation of information assets within
a firm see for an example survey in [27]. For electricity transmission in the United States the
dichotomy between physical and information assets can be found in [28, 29].
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We will assume that the societal discount rate used by the policy-maker is much lower and
ranges from 3 — 0to 3 — 1/10. In [22] we outline the various debates on the appropriate
social discount factor to be applied in public policy scenarios. For certain areas of public
policy debate such as climate change discount rates approaching zero a common for certain
economic arguments relating to low carbon policies. For information policy the requirement
is not so acute but significant differences between firm discount rates and societal discount
rates remain.

For our starting numerical example we shall assume that v, = ¢, i.e. the relative marginal
risk reduction from investment in both asset classes is identical and fixed we shall assume
that it is 1/100, 1/10 and 1/2, to represent low, medium and high effectiveness bands. This
is a more difficult assumption to justify as there is very little literature on the efficacy of in-
vestment in security in this area, therefore our simulation covers a wide range of reasonable
bands.

We shall arbitrarily fix L = $1Million as an example and divide all losses by L to give a
per dollar at risk measure. L is assumed to be half L, starting from the Nash equilibrium
assumption when v, = v, and it follows that { = 1/2.

For the attackers, we set their discount rate § = log(11/10) or a 10% discrete rate of
return. From the view point of attackers the discount rate is analogous to an investment
rather than the depreciation and amortization viewpoint of the targets. The most difficult
parameter to set in the simulation is v as almost no data exists on the cost per attack to
reward ratio. When v — 0 the cost per attack divided by reward indicates that either the
rewards are very high or that the cost per attack is very low. When ~ = 0 attacking intensity
is infinite, this has not been observed, therefore we stick to finite values of vy = 1/10ora 10%
cost-reward ratio. The shock of interest is to the elasticity of attack a;c(;» and in particular
shocks to a;.

Figures 4 and 5 present the functions V, and 7 as a function of «;, the attacker elasticity.
Inspection of the plots affirms the basic logic of the Nash equilibrium version of the model.
The most important term in remediating shocks to cjcq/ ny IS Yicq,ny, Of interest when compar-
ing to the fully informed policy-maker is the fact that /() is almost constant over a variety of
adjustments in «, this means that even though the shock is increasing linearly the system
can only adjust in a linear manner to the new Nash equilibrium.

By contrast Figures 6 and 7 illustrate a different effect. As shocks to the attacking elas-
ticity o increases the policy-maker utilizes the collective component to reduce the attacking
intensity (rather than keeping the risk down by defensive effort x;) the derivative of 07,/0X; is
now more important than 05,/0x;, where 7, is constant. The policy-maker therefore finds an
optima by driving away all the attackers (as even small numbers are now very effective).

We see that for all values of ¢, the fully informed policy-maker provides a lower total
non-discounted loss than the Nash equilibrium. This illustrates the beneficial effect of the
policy-maker, however, with larger values of ¢ the absolute effect decreases. However, the
major benefit of the policy-maker is in suppressing and adjusting the ecosystem to shocks
and this effect is demonstrable for all three values of .

Finally, we move to the partially informed policy-maker with minority action, the total non-
discounted loss V4 and response function T for shocks in a; are plotted in Figures 8 and 9.
In this case the pattern is similar to the Nash equilibrium for small shocks. The targets,
however have costly regulation in the h asset class and under investing in the / asset class.
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Unfortunately in this case the there is a discontinuity at «; = 1, so the total loss spikes, prior
to the shift in assets from / to h. We can see that before the policy-maker can regulate
the assets the total risk will traverse the discontinuity, before the policy-maker can actually
manage the majority of assets that the targets have not declared. Here, we can see a case
of an ecosystem that is not resilient and it lies within the feasible boundaries of our example
parameter sets.

ANNEX2.4 Summary

This paper will make grim reading for any governmental, supra-governmental agency or firm
that needs to act in a policy-maker capacity over a complex information ecosystem. We
illustrate two contrasting issues that complicate the management of this type of ecosystem.
First, for almost all conceivable target—attacker interactions the presence of a policy-maker
is beneficial to overall risk reduction, by acting as a social coordinator and mandating invest-
ment that internalises externalities. Second, it is unlikely, however, that the time preferences
of the policy-maker, acting on behalf of society, and the targets will be aligned and as such
the targets may not have the correct incentive to reveal their true type to the policy-maker. In
our framework this is in the form of hiding assets in an alternative unregulated asset class.

If the policy-maker is able to observe these assets and mandate the majority of the in-
vestment bundle then the policy-maker can still perform a beneficial role. However, when
the policy-maker acts on minority information and has limited action, the effect can be far
worse than the Nash equilibrium when the policy-maker is not present. Targets, maybe in-
centivized to store assets in increasingly insecure areas and this can substantially degrade
the resilience of the ecosystem.

We have also provided a short example of this model using parameters designed to ap-
proximate the choice between holding information assets in a regulated ICS/SCADA system
versus redeployment to a standard corporate information network. We demonstrate that a
catastrophic scenario predicted by the model solutions under certain parameter configura-
tions is possible for the domain of shocks assumed choices in this example.

Our major conclusions are also backed by qualitative analysis of the types of contracts an
regulations needed to ensure that the policy-makers information set is sufficient to maintain
the information ecosystem. It should be noted that the types of regulatory structures needed,
transparent mandatory information sharing, audit in the event of an incident and penalties
that compound when prior information sharing has proven to be false, are not commonly
observed in the regulation of standard enterprise networks. However, for firms with assets
of significant importance or interaction with to the critical infrastructure of nations and groups
of nations this type of regulation may need to be commonplace. This could include supply
chains to infrastructure providers and cloud service providers for very large groups of firms
and individuals.

ANNEX2.5 Nash Equilibrium
ANNEX2.5.1 Proofs of Propositions 1a and 1b
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Target Decision Making

Let oicgmy - Ry — [0, 1]. Evaluating the non stochastic integral of loss over t, = 0 to T we
find an analytic form the the Target loss function:

V, = ;L ( BT _ 1) e Xron—xiy—BT (zewhn,“' —(z- 1)ngheX/w1) +Xp+ X) (24)
differentiating with respect to x;, X, and Z yields

5V, 1

(5_x,L = 1- Esz, (T — 1) pre TP (25)
5V, 1

(5_x,L = 1- EL“ — 2y (€77 — 1) mpren= T (26)
5\7L 1 BT —Xnbh—XY1—TB ( aXntbh,, Qh AX1P)

= = BL(e -1)e (Xt — ppreXvr) (27)

Setting 6V, /0x; = 0, 6V, /6x, = 0 and 6V, /6z = 0 and solving simultaneously we derive the
unconstrained optimal allocation (x/, x5, z°) when attacking intensity (1, 7s) is exogenous,
this is analytically derived as

o 1 (A — 1)L¢h¢/77/a')
X = wllog ( B (Pn + ) (28)
. _ 1 (A — 1)L¢h¢/77?h>
Xinln) = whlog ( B (Pn + ) (29)
o ¢/
Z° Vn+ U (30)

Note that z° is a simple ratio of ¢/, and ;. In this model we apply no total budget constraint
on x, and x;, e.9. X + X; = X, so no Lagrange multiplier needs to be added at this stage.

Attacker Entry Conditions

Following from the target decision making process we derive the attacker function. For
Proposition 1b attackers enter the market for attacks in each asset class until they break
even problem when N, = 0 and I, = 0, we assume that attackers are randomly assigned
targets with identical probability 1/Nr for each attack and that the first successful attacker
wins the reward R. Let v = ¢/R, the cost of attack to reward when (4 : R, — [0, 1], the
profit functions for the attacker are as follows:

1
n = 52/\_% (N8 — 1) ot — (31)

My = %(1 —Z) (N/E =) A e — (32)

Solving each function for the break-even attacking intensities 77 (x;) and n;(x,) we compute
the aggregate attacker reaction functions:

1
) o
ZNTF (NP — 1) e X\ T
nf(x/)=< ( " ) ) (33)
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5 = <( U Ye ) (34)

The simultaneous Nash equilibrium is the best reply of the target to the best reply of the
attacker (and vice versa), which is the simultaneous solution of {x?, x5,z n7,n;}. Set-
ting the Nash equilibrium defensive allocation (targets) and attacking intensity (attacker) as

X5 X0, 255}

X\ = % (—log (wupw, (eﬂT - 1)) +log (51/;,, (e” - 1)) + BT — 5T)

1 L'lﬂfﬂb/ (eﬁT — 1)
— | - T
KR ( B (0n+ 1) ’ 9
« _ Gh [ BT _ 6T _ _
X, = on < log (75L¢h1/1/ (e 1)) + log (,sz, (e 1)) + 5T 5T)
1 Lynyy (67T —1) B
T ( Bneay )7 %9
. B (eéT _ 1) ea,(log('yéLwhw,(eﬁTq))flog(ﬁwh(e”A))+,B(7T)+6T)+T(575) 1—17a/
= ( YLy (ePT — 1) (37)
. ; (ear _ 1) T (6—8)+an(log(vsLvwp(eT—1))—log(Bu(—(e°T—1)))-BT+T) 1%,,
= ( oLy (€T — 1) ) (38)

where z* = z°. Assuming that a;c(ny > 0, Yjcym >0,L>0,T>0,7>0,5>0and 3 > 0,
then Equations 35 and 36 simplify to the result given in Proposition 1a and Equations 37 and
38 simplify to the equations given in Proposition 1b W

ANNEX2.5.2 Proofs of Propositions 2a and 2b

policy-maker Decision Making Function

For the fully informed policy-maker setting X;c;»,, and z the objective function is to minimize
total aggregate loss for all targets. For our derivation the targets are all assumed to be
identical therefore the policy-maker seeks to minimize

i
Vp = Ny / &7 (25 (%, 1) + (1 — 2) & (X, 7)) 0t + Ny + Nixq
fo

when Gicgny : Ry — [0, 1], °icqy y is derived from Equations 33 and 34. The asset allocation
z does not have a tractable analytic solution in this case, so for exposition purposes we
focus on x; and x, when z is fixed. In this case, let us fix z to the Nash equilibrium solution,
therefore z = z9@mond from the Proof in Proposition 1a. Evaluating the integral from t, = 0 to

109



T and eliminating Nr yields:

o L (6/37' — 1) e Xnh=Xi=B Ty, Xt (4 (657 — 1) e Xnbn—T4 1i!72/7
P B (n+ ) YO (¥n + 1)
L (eﬁT — 1) e Xnn—XiV1=B Ty, Xy @ntn (4 (657 — 1) e Xii—6T % (39)
+
B (n+ ) Y0 (n + 1)
This is now a two dimensional unconstrained optimization problem, where
Ve Lyf (7T —1) e P [y (T —1) e =0T\ e (40)
oxi Blar—1)(dn+ 1) YO (¥ + i)
_%h
oVp ~ LyZ (67T — 1) e n=BT [ap, (€7 — 1) @ Xnwn=0T \ 1= (41)
Oxn — Blan—1)(n+1) Y0 (n + 1)

setting 0Vp/0x; = 0 and dVp/dx, = 0 and solving for X, and X, we obtain the policy-makers
solution

o —(1—w)
Xj=———F— X 42
! U (42)
TR TR 1 1 _ Ja
IO (1 _ 041) 6,7 a/—l1 6 al_l1 wloélf‘] (wh + 1/]/)1_a/ (eéT _ 1) a,—1+1 eﬁT al_/1
k L(efT 1)
% = W " (43)
_on __on o 1 1 _ da
(1 —an) 7 =6 i s ) (T — 1)m T ()

log L(e'T—1)

Simplification of Equations 42 and 43 yield the solutions given in Proposition 2a.

Subsequent Attacker Intensity

By extension the attacker intensities under the fully informed policy-maker are obtained by
substituting the optimal expenditures X; and X;, into Equations 33 and 34, i.e.

ey (0T — 1) - T~%u T

"= ( 36 n + 01 “
N O =N

= ( Y0 (¥n + i) )

Setting i = {h, I} and j = {h, I} for j # i yields Equation 9 in Proposition 2b B
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The analytic forms of Equations 44 and 45 as a function of the model parameters are as

follows:

(e (T 1)\ T

- 4
”’( 78 (G + ) . (46)

e ey o R 1, by
G e I A S A (e —1)ar 1eT<5 o)
L(efT —1)

) Upe=D (T — 1) Tap

B 47
g ( 76 (o + ) . (47)

e a [ o
Blon = 1)7 S T8 T T () T (7 )T )
L(eT —1)

ANNEX2.5.3 Proofs of Propositions 3a and 3b

The final case we consider in this paper considers the case when a policy-maker can only
observe and mandate one of the elements of the investment allocation, x,. The targets have
discretion to signal a value L, however the policy-maker does not know the true value of L or
Z.

The attackers signal a value {, which we assume is actually 1 — z. Targets, still have
to choose their asset allocation, but they can potentially hide it from a potentially costly
investment allocation. For tractability we will assume this is in two steps, a signal of L and
¢ and then an adjustment. This is done for tractable exposition, although the simultaneous
model also has an analytic solution and provides a similar result, whilst being algebraically
more complex.

The Targets Optimal Allocation Bundle
Let gicqiny - Ry — [0, 1] and for the targets let x; be exogenous. Targets minimize

_
Vr = =L (€T — 1) @ sn X1 (zgMtmpot _ (7 — 1) "¥1) 4 X, + X (48)

B
Setting 0V /0x; = 0 and dVr/dz = 0 and solving for x; and z we obtain

Xpp — log (nyn,
X = htbh 2/(77/7 n ) (49)
o - ge’n ™ (50)
Lw/ (nzhnl_a/ eBT*thh — nﬁh e*xhwhnl_a/)

Note that the both the optimal asset allocation z° and the optimal investment x; are now
functions of x, and are both subject to an upper bound of nF < e X,
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The policy-makers Optimal Mandatory Investment

The policy-maker has received a information on L and ¢, which in this derivation we treat as
exogenous. However, the optimal initial bid of L from the targets to the policy-maker can be
obtained by numerical analysis. The policy-maker sets a mandatory investment level of Xy,
from a restricted information set by minimizing

Ve = Nry (eﬁ'T —~ 1) npre T X 4 Ny x, (51)
B
where
1
5 (eéT _ 1) e—xhwh—éT 1—ap
<& - 2
Tl ( 0 (52)
solving the single equation and single unknown dVp/x, = 0, yields
- 1 (67} = BT
Xp=—Ilog(A)+ — (T(5 —9) —log(B)) — — 53
h=1, 100l )+¢h((ﬁ ) — log (B)) o (53)

Note that x is now a function of L, { and the structural parameters 4, 7, Yic(n, icqin and
T. Simplification of Equation 53 results in the policy-maker component of Proposition 3a.
Substitution of X, into Equation 52 provides the functional form of the attacker intensity 7, of
Proposition 3a. The solution in terms of the model parameters is as follows:

1

i = BT gon(108(—A)+ T(6— )+ T(3—5)) T~ o
where
[ (1_ ebT R P PR
i Ban—1)
g B0 an)y T BT B (T ) (56)
_ L(ePT —1)¢n

To derive the target allocation and attacker intensity n} we now simply need to substi-
tute the functional forms of x, and 7, into Equations 49 and 50 and simplify providing the
functional forms in Proposition 3b for x,i z+and nf are as follows.

1

X = %@h(T(/B — 6) — log(A)) + log(A) — BT (57)
1 log B(e’T—1) e (eah(log(A)fBT+6T)+T(Bfé)> e
(0 oLy, (€°T —1)
o ﬁ‘A T(B—B)—an(log(A)+T(5—B))
zr = L (&7 = 1)e X (58)

—ap

( Beah(log<A>+T(é—ﬁ‘))ﬂ(ﬁ‘—&)) o

- B(G(ST—1>6T(5_6)
W 6L e ) %)

which simplify to the equations in Proposition 3b B
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Total Undiscounted Loss (Risk Component): Fully Informed Steward
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Figure 6: policy-maker total non-discounted loss function V, as a function of ;. Animportant
point to note is that this does not include the deterministic up front investment, so this curve
can actually slope downwards, even with increasing «,. The blue curve represents v, = iy, =
1 = 0.01, the red curve ¢» = 0.1 and the yellow curve is v = 0.5. Respectively, these values
of ¢ represent low, medium and high rates of risk reduction for additional investment.

Response Function: Fully Informed Steward
Tay) ’

Figure 7: policy-maker response function (o) as a function of an increasing shock in «,
the abscissa values. Note that the policy-maker now takes a positive action and seeks to
manage the direction of the shock, as o, gets very big the policy-maker tolerates almost no
attacking intensity and this effect is illustrated by the change in sign of the response.
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Total Undiscounted Loss (Risk Component): Partially Informed Minority Action Steward
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Figure 8: Partially informed policy-maker with minority action total non-discounted loss func-
tion V, as a function of «. In this case the targets maintain assets in the increasingly risky
I class to avoid costly regulation in h, however a discontinuity exists at «, causing the loss
function to spike before the assets are shifted back to the regulated domain.

Response Function: Partially Informed Minority Action Steward
Ita))

@

L L L
0.8 1.0 1.2

L
—0F 0.6

Figure 9: Partially informed policy-maker with minority action response function 7(a;) as a
function of an increasing shock in «y, the abscissa values. Note that after a shock of oy — 1,

the function /(o) is not defined.
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ANNEX3. The Effect of Regulatory Structure upon Effec-
tive Cybersecurity Control for Critical Infrastruc-
ture: Models for the Electricity Transmission Sec-
tor

ANNEX3.1 Abstract

Choice of regulatory structure can have a profound impact upon the operational security be-
haviour of private firms running infrastructure that is deemed critical to society. In the elec-
tricity transmission sector, two types of structure are commonly discussed and contrasted,
these being rules-based and risk-based regulation. This paper formulates mathematical and
computational models to study the effects of (combinations of) these regulatory structures.

ANNEX3.2 Introduction

Many countries have chosen, or evolved, to have their bulk electricity transmission grids
and systems operated by private firms rather than operating them as nationalised industries.
Such grids are critical in the sense that their failure, or even partial failure, can have a severe
impact upon the citizens that they ultimately serve. Policy-makers understand that resilience
of the grid is essential and that there are large externalities in this sector [30].

There is a growing belief that grids are increasingly under attack — or at risk of attack
— via their increasingly complex information systsms, by a range of actors, and that this
trend will continue [31]. There is increasing awareness of this amongst policy-makers and
the popular press [32]. The fact that the transmission system is a part of the critical national
infrastructure means that it is necessary for policy-makers to find ways of ensuring that
the transmission operators are incentivised appropriately to provide security of supply. In
Europe, there has been considerable work done in providing an over-arching framework for
security of supply [33, 34]. In particular, there must be appropriate incentives (interpreted
broadly) for information security. The need for policy-makers to understand and get right the
economics of critical infrastructure cybersecurity has been clearly explained by Anderson
and Fuloria [35]

An important part of such incentive systems is regulation. There are often specific reg-
ulations that apply to the IT systems of transmission operators. Two primary types of reg-
ulatory regime for the IT of electricity transmission operators appear to be considered and
contrasted. The first type is rules-based, in which a (possibly detailed) system of rules is
communicated from (an agent representing) the policy-maker to the transmission operator;
compliance with the rules is then monitored (often via a third-party external auditor) and
the transmission operator is rewarded or punished accordingly (through a variety of mecha-
nisms and institutions). The second type is risk-based, in which the transmission operator
is charged with evaluating current and future risk (including security threats and vulnerabili-
ties), and taking appropriate measures to mitigate that risk; communication of expectations
from the policy-maker may be in explicit high-level principles, or implicit and through ongoing
dialogue and negotiation; the operator is again rewarded or punished for (perceived) per-
formance via a variety of mechanisms. In the UK, the regulation of security is somewhat
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indirect, but the expectations are that operators will take a reasonable posture with repect
to an assessment of risk. In contrast, the regulatory system in the USA, operated for the
Federal Energy Regulatory Commission (FERC) via the NERC CIP framework, is thought
of as a more substantially rules-based system, particularly since the move to version 4 of
CIP-002 [1].

There does not seem to be a very clear-cut distinction between the mechanisms for re-
ward and punishment across the two types of regimes. Both potentially rely upon rate-setting
agreements, risk to continuation or further contracts, punishments for negligence (either in
process or in outcome), but the specifics may vary from country-to-country. Perhaps the only
universal difference is that in the rules-based system direct punishments for non-compliance
with the particular rules are at least theoretically possible, where this is not possible in a
purely risk-based regime.

The economics are complicated by the fragmentation of the responsibilites for setting
general policy, for setting particular regulations, for setting rules, for monitoring compliance
with rules, for administering punishments and rewards, for rate-stting, not to mention the
privatization of some of these functions and the differing legal and governmental systems
underpinning them. Additional muddiness comes from the presence of multiple transmis-
sion operators in some grids, interconnectors, shared and externalised risk (for example,
blackstart issues). Still further complexity comes from the fact that the transmission opera-
tors are subject to general IT security regirements (e.g. compliance with standards like the
1ISO27000 series [36] or COBIT framework [37]) and also operate in other critical sectors
(for example gas transmission) so that regulation from one sector may have an effect or im-
pose costs upon another, or worse, regulations from two sectors may conflict. A significant
source of complexity in comparing different regulatory regimes is that they operate under
different legal frameworks. In some environments, there may be additional corporate liabili-
ties for transmission operators that lead to transfers (such as damages) to parties other than
the policy-maker; in others, the operator may be indemnified, in effect. This document will
nevertheless not further engage with these very real issues.

There are various indirect mechanisms available to policy-makers in their attempts to
influence the security behaviour of transmission operators. For example, the policy-maker
may choose to do this indirectly through the employees of the operators. Individual em-
ployees may have civil or criminal liabilities associated with their conduct. They may belong
to professional institutions that require standards of conduct. In some situations, individual
reputations within a small community of senior security professionals may play a role. These
possible mechanisms and effects will not be treated in this document.

The risk-based regime can be viewed as a decentralization of the function of the search
for risk. A primary argument in favour of this is that it allows the firm to better and more
quickly respond to a rapidly-changing threat environment, and to mitigate newly-understood
or newly-introduced vulnerabilities. We refer to this as agility. A recent report [3] from the
White House suggests that some policy-makers are increasingly receptive to such argu-
ments.

Further support for risk-based approaches to critical infrastructure cybersecurity appears
in a recent executive order by the US president [2]. Arguments in favour of a risk-based
system point to agility, to appropriateness and effectiveness of controls in mitigating true
risk rather than merely demonstrating compliance for the sake of it, for minimizing costs of
inappropriate rules being applied unnecessarily. This view is by no means unopposed. Pro-
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ponents of rules-based regimes point to the assurance that they provide that basic controls
are in place, and that they provide specifications that help transmission operators to put in
place security controls. Some critics of risk-based methodology further claim that it cannot
apply effectively to cybersecurity [4]. Many of these criticisms are, essentially, known issues
in risk managment and economic incentivization in other domains, and not specific to the
rules-versus-risk question. However, it is noteworthy that the agility (or “maneuver speed”)
argument has been criticized directly [4], based on the difficulty of overcoming hard con-
straints from the environment (for example, operating constraints on the infrastructure that
inhibit the frequency of security patching). It may be that quite specific properties of the crit-
ical infrastructure system and its threat environment constrain what forms of policy regime
can be effective. For example, a certain type of power generating plant in a rapidly evolving
threat environment may need to be treated differently to a transmission grid in a more slowly
evolving environment.

The remainder of this document proposes a class of models for investigating agility ver-
sus (basic) assurance trade-offs arising from rules- and risk-based policies in regulated crit-
ical infrastructure. A key question is what the balance (if any) should be between the two
approaches in various operating environments.

ANNEX3.3 The General Class of Models under Consideration

ANNEX3.3.1 Agility versus Basic Compliance Assurance in Single Transmission Op-
erator Systems

IWe consider the situation of a single, simplified transmission operator — for the remainder
of this section referred to as the firm. We consider it in the context of different regulatory
regimes, and consider the trade-offs implicit in the the choice of regime by the policy-maker.
The policy-maker will itself be treated as a single, coherent entity rather than a nexus of
interacting institutions.

The regimes themselves will in general be mixtures of rules- and risk-based regimes,
with the pure rules and pure risk variants as extreme choices. The principal decision for the
firm will be on the effort spent in complying with definite rules (whether-or-not they mitigate
real security risk), and with effort spent in (finding and) mitigating security risks. The firm
trades off outcomes in terms of rewards (punishments) for compliance (non-compliance)
with rules, and risk from transmission disruptions arising from unmitigated vulnerabilities. We
refer to the assurance that the firm derives from complying with rules as basic (compliance)
assurance. This form of assurance may be quite different from security assurance in a more
holistic, risk-sensitive sense. We thus explore the trade-offs between basic assurance and
agility.

The exploration is done in the context of a toy-model. This will make numerous simpli-
fications and abstractions. In the first instance we seek a model of the general economic
effects, and do not attempt to calibrate this against real world data.

ANNEX3.3.2 Loss Functions and Influences Upon Decision-making

In the various models that we will consider, decision-making will be idealized in terms of
optimization problems for an objective function. In the present situation, we will consider
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the separate, yet interdependent, attempts of minimization of loss functions by the both the
firm and the policy-maker. This suggets that game-theoretic methods will be required for the
analysis. This will require additional detail as to how the interaction of choices takes place.
Before delving into such detail, which will surely vary from scenario-to-scenario, we take as
a preliminary step the consideration of the other factors that affect the calculation of loss.
This requires idealization and simplification, as does the space of choices available to the
parties.

Let us say that the policy-maker can choose just the following things: a level of investment
over time, sp; a (possibly structured, possibly empty) rule set, R; a policy for applying rewards
based on compliance and transmission outcomes — for simplicity, we restrict this to a single
reward weighting parameter, w. For simplicity, we assume that tme ranges over some fixed
time period, and that the rule-set and weighting w are fixed at the beginning of that period.

The firm can choose: a level of investment at any time, sg; a choice of security controls
applied over time, cont.

In addition, there will be certain vulnerabilities that arise over time which may require
mitigation. We thus assume that there are some Vuln of vulnerabilities at time f. Note that
all of the above parameters may, in the general case, be variable paths over time.

Figure 10 is a kind of block diagram. The inputs are constellations of parameters and
control choices by the firm and the policy-maker. The outputs are losses for the firm and
the policy-maker. Each block displays some transformation that maps inputs to an output.
The security budget and controls are set in a dependent fashion. Rather than fix the func-

$ _ —@ Rules, R Vuln W
I N l’
+ -
Budget l Transfer
<& > Transmission Tr.
Controls, l T
cont T 3
Harm Tr.
1
<« Firm Loss Tr. | / - v
tOSS, Audit T, —> Perform. Meas. Tr.
F
Rew ’
T— Reward Tr.
Pol.-M. Loss
Transform

l Loss, L,

Figure 10: Policy-maker Loss Calculations: Before Stackelberg Equilibriation

tional forms for the transforms and procede to specify how the interaction of decision-making
takes place, we note that the problem is still rather complex, partly because of the number
of parameters to be decided by each agent. We therefore move on to look at a simplifica-
tion which holds many of these parameters constant, whilst still allowing us to examine the
agility/basic-assurance trade-off implict in the policy-makers risk-versus-rules decision.
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ANNEX3.4 A Simplified Trade-Off Analysis in a Deterministic Model
ANNEX3.4.1 Basic Description of the Subsequent Models

In order to simplify matters, we abstract away the details of time. All of the paths taken by
parameters thus collapse into single values. Our analysis says nothing separate about the
rapidity aspect of agility; this is absorbed into its effectiveness. However, one aspect of time
will remain, in that the interaction of the choices and the arrival of the vulnerabilities will
happen in a certain order.

The interaction is structured in a single-shot game representing a single period of op-
eration under a fixed regulatory regime (with a fixed, possibly empty, set of rules). More
‘realistic’ extensions of this to multiple periods and with internal temporal structure are easily
imaginable, but the analysis may be less clear. Moreover, seeking further simplification, we
hold the levels of spend sp and sg constant.

The game is now specified essentially as a Stackelberg extensive-form game (except with
an intermediate move by nature). The policy maker chooses a value w € [0, 1], representing
the emphasis on risk or on rules; the policy-maker also supplies a set of rules R, but for the
reasons explained below this does not need to be treated as a decision-variable. A set of
vulnerabilities Vyo4) is chosen to be realized; the degree to which the vulnerabilities Vigg, is
covered by the rules in R is determined (probabilistically) by the predictability of the process
that generates it; this predictablity will be governed by an additional parameter, o, that can be
used to eliminate R as a decision variable. The firm has a fixed, finite level of resource/effort
available, and can choose the division of its efforts between compliance and risk mitigation;
the firm chooses a set controls cont; this will be represented by a non-negative integer x
chosen within certain bounds.

The use of an intermediate move by nature is a device to capture the supposed distinction
between the use of a rule-set fixed at the beginning of the time period, and the potential to
learn about new vulnerabilities in a risk-based regime. There is a kind of agility advantage
(at the level of knowledge) for the risk-based approach thus baked-in to this model, but note
that this may not translate into an overall advantage at the level of the final loss function for
the firm which encodes its final preferences — the trade-off is more complex.

ANNEX3.4.2 Further Simplification to a Minimal, Purely Numerical Model

Rather than handle this as a stochastic model, we simplify below so that o simply fixes the
number of realized vulnerabilities that are mitigated by controls that correpond to regulations.

Now let us make a number of further simplifying assumptions. Suppose that the set of
possible vulnerabilities is V. Suppose that each regulation r mitigates precisely one vulner-
ability mitr(r). This gives the set Vreg. = U{mitr(r) | r € R} of vulnerabilities that could be
mitigated by complying with rules. For simplicity, we simply now identify R = Vreg.. Each
control ¢ € cont that the firm adopts mitigates precisely one vulnerability mitc(c). This gives
a set Voont. = U{mitc(c) | ¢ € cont} of vulnerabilities that are mitigated by the chosen
controls. Again, we simply identify cont = Vgt . The subsets Vigg1, Veont. Vieg. of V are
depicted schematically in Venn diagram of Figure 11. More general models would replace
these simple sets with more sophisticated probability distributions.
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Figure 11: Vulnerability Mitigation under Simplifying Assumptions

The loss of the firm is (for simplicity assumed to be) of the form

Lr

FirmLossTransform(Transfer, Reward)
—Transfer — Reward
= —(sp — sF) — Reward.

The reward will depend upon «, an ‘unpredictability’ parameter that simplifies the arrival of
vulnerabilities. Since the spends are constant, we have eliminated stochastic effects, and
we are only interested in the order of losses, we can re-write the reward more simply as
Lr = —Reward, where the reward will depend upon «, cont, w.

The Reward is assumed to take the form:

Reward

RewardTransform(PerformanceScore)

= PerformanceScore

= PerformanceTransform(AuditScore, HarmScore)
= —(w x AuditScore + (1 — w) x HarmScore).

For the firm, a higher AuditScore gives worse performance (as designated by the policy-
maker), but so does a higher HarmScore. Worse performance results in a reduction of
reward. This results in a higher loss. The parameter w determines a convex combination of
preferences over these components.

We assume that AuditScore is a function only of the number of regulations with which
the firm complies (through the choice of some control). We assume that the HarmScore is
a function only of the number of realized risks that are not mitigated (through the choice of
some control, but also subject to the environmental parameter «).

The firm will want to ensure that all of its controls only address vulnerabilities in R U
Vieal.» Since these are the only ones that have the capacity to incur additional loss. Now
it seems realistic (for otherwise there is a combined over-resourcing by firm and policy-
maker combined), and is required for an interesting allocation problem, to assume that it
does not have sufficient resource for contols to cover all of RU V, That is, we have
Veont. & AU V¢

eal.
eal.
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Note that precisely those vulnerabilities that correspond to both a regulation and a real-
ized vulnerability are those that can contibute both to increase both AuditScore and HarmScore.
All unmitigated vulnerabilities are assumed to make the same contribution to HarmScore and
all regulations not complied with make the same contribution to AuditScore. Thus the firm
should choose to use its budget for controls to first cover as much as it can of R N Veal
For simplicity, we assume that it can cover all of this set (not to do so would seem to be ir-
relevant to the current trade-off analysis and more to do with broader incentives for security,
since it would somehow be about under-resourcing in total). The firm should also have some
controls left over (again in order to give an interesting allocation problem). We thus have:
RN Veal < Veont. & RU Vjgg).- The choice of the firm choice is then really to divide its
remaining controls between R\ Vigg and Vigq ~ A.

The intersection of the set RN V al. depends upon the predictability of the environment.
Let a = #(R N Vjgq. N cont) be the number of controls that both cover a rule and mitigate
a realized vuInerablllty The set-theoretic structure can now be seen to matter little. Let
n = n(a) = #(cont (RN V,gq))- Thatis, the number of controls left to allocate is n, when
the predictability of the environment is given by « (and the budget is fixed). Let N = #(cont),
the total number of controls available. Then N = o + n.

The firm chooses non-negative integer x of its controls from R\ Vg4, and so n— x from

Vieal. \ A- The circle in Figure 12 depicts the division of cont. Note that we have constraints

4 M

Vreal

N /

Figure 12: Allocation of the N = n + a Controls

0<x<N,and x <#(R)—aand0 < n—x < #(V,gg.) —, and that these can be rewritten
as

Xmin = Max(0, N — #(Vigg1 ) < X < min(#(R) — , N) = Xmax- (60)

We must now start to fix the functional forms of the audit, harm and transmission trans-
forms more precisely. Suppose that AuditScore is just given by the fraction (between 0 and
1) of the rules for which there is a control allocated:

AuditScore AuditTransform(cont, R)
#(R ncont)/#(R)

(o + X) /#(R)
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Note that this increases as x increases. Note that we are able to re-write the transform as
a function of « (the ‘predicability’ of the environment, implicitly part of Vuln in our earlier
description) because of the simplifying assumptions that we have made (replacing vulnera-
bilities with «).

In order to give the harm, we first have to postulate a form to capture the way that the

transmission ‘level’ drops when vulnerabilities are left unmitigated. Let us again postulate a
linear form:
-

TransmissionTransform(cont, Vyq 4 )
#(Vrea|, N cont) /#(Vyeq )
(N — X)/#( Vrea|_)

The transmission level, 7, takes values between 0 and 1, and is (monotonically) decreasing
in x. Note that this is a rather simplistic choice; it will not be appropriate if we wish to
invsetigate models for variation in the number of arriving vulnerabilities Vg5 . We defer
building a better form into a model for later.

Suppose that the harm is given as follows:

HarmScore = HarmTransform(r) = %(1 — (27 — 1)/3).

A graph of the harm is sketched in Figure 13. Note that we have simply chosen to compress

1=
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Transmission level, tau

Figure 13: Decrease in Harm with Increase in Transmission Level

all the nonlinearity into HarmTransform (rather than spreading it also through the transmis-
sion transform.) This is a device for convenience in this toy model. The harm will be a
value between 0 and 1, and decreases with 7, and so as x increases. The ‘cliff’ here repre-
sents the criticality of the infrastructure at an abstract level. The use of a cube root is purely
for example. Doubtless, other functional forms — perhaps those with multiple cliffs, even
discontinuous ones — would be of interest.

We have simplified the problem for the firm to one where losses depend only upon a
set of numbers: the number of controls available to implement, N, as fixed at the fixed
level of spend; the control choice of the firm, x; the control choice by the policy-maker, w;
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the number of rules set by the policy-maker; this will simply be written R now (rather than
#(R)); the number of vulnerabilities that arrive; this will simply be written Vo4, (rather than
#(Vieaql.); the predictability, o, of the vulnerabilities that arrive. Note that Vg5 and « are
the realizations in this model of Vuln as it appeared in Figure 10. In the treatment below, we
shall treat the number of rules R as a parameter of the environment, rather than as a control
choice. This is a feature of this highly-idealized model. If we were to investigate R as a
control choice, then we would have to take into account the fact that the number of controls
#(cont) would be expected to increase at the same time (in some way).

A further significant weakness of the present model is the fact that the firm has perfect
knowledge of the number of vulnerabilities Vg5, and the overlap « at the time it makes its
decision. A more realistic model would at least only give the firm partial knowledge of these,
perhaps according to some distribution. However, it is then only a short step to asking for the
set-theoretic structure of vulnerabilities to be re-introduced and for probability distributions
over those to describe the firm’s knowledge. Again, there are many possible extensions of
the present work.

The firm will seek to choose x to maximize the resulting loss, subject to the parameters
a, N, R, Vygq|., @and w. To be precise, the resulting loss function is:

Lr(a, N, R, Vigal» W, X) = w(22)+ (1 —w)[1 — L(1 — (2r — 1)'/9)]
= w(E)+ (1 —w)[1 - 1(1 — @8 —1)13)].

real.

Let us fix a simple loss transform for the policy-maker. Suppose that it is simply given by
the harm:

Lp = PolLossTransform(HarmScore, Reward, Transfer) = HarmScore.

The policy-maker’s loss can also be re-written a function with respect to the parameters «,

N, R, Vea|,and w:
Lp(a, N, R, Vyggl.: W: X) =1 = 5(1 _(2Vreal. —1)173.

The policy-maker will choose w to minimize Lp. However, this will depend upon the firm’s
reaction (choice of x).

ANNEX3.4.3 Investigation of the Purely Numerical Model

We can investigate the effects on the firm’s behaviour as the policy-maker’s trade-off param-
eter is chosen differently.

Matlab [38] code for plotting the loss functions against values of the firm’s instrument x,
and finding the optimal reaction, can be found in appendix ANNEX3.7. A screenshot of a
calculator implemented in Simulink [39] for computing the loss functions is given in Figure 14.

It is instructive to start the discussion of this by looking at Figure 15, which depicts re-
sulting losses for the firm (in a particular case o = 200, N = 400 (numControls), R = 600,
Vieal. = 600, w = 0.5). In this figure the x-axis shows the possible values of choice of control
X, bounded by the minimum and maximum possible values; the dark blue line is the audit
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Figure 14: Loss Calculator (without Spend)




Optimal Reaction Plot
alpha=200, numControls=600, R=600, Vr=600, w=0.5
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Figure 15: A Plot of AuditScore, Harm, and Loss Against the Firm’s Control Instrument, x

score, the green line is the harm score; the red line is the loss for the firm; the vertical line is
cyan intersects the x-axis at the firm’s optimal reaction.

In this case, the firm’s reaction to the choice of w would appear to be acceptable, in the
sense that it produces a control that is significantly to the left of ‘cliff’ in the harm. Note that
the loss of the firm is the convex combination of the harm and audit scores, so the policy-
maker can optimize its choice of w by taking w = 0 (pure risk). This is not a deep point —
it is obvious by construction. A pure rules regime (w = 1) leads to a situation in which the
firm’s reaction leads to the worst possible outcome for the policy-maker. There is a bias in
this first model towards the risk-based approach: whatever the environmental parameters,
the policy-maker can always attain the best possible result by taking w = 0. This will be
remedied in the model of Section ANNEX3.5 and similarly in subsequent models.

A more subtle point is that there are poor choices of w in combination with the param-
eters, and that there are some very rapid changes in outcome for small changes in w. For
example, only varying the parameter w from 0.73 to 0.74 in the foregoing example, produces
a change in the firm’s optimal reaction from x = 87 to x = 200 as shown in Figure 16.

The particular forms shown give us a loss function L with at most two critical points (in

the sense of calculus) at
o N_ Vreal. [, (RO —w) 32
2 3WVieal.

but, these may not necessarily occur within the range of meaningful x-values. These val-
ues are defined if and only if w # 0,1. The smaller of the two will be a minimum and
the larger a maximum. If it exists, the mimimum always occurs for the positive value of

(R(1 — W)/(SWVreaI.))1/2- Let us call the location of this minimum (if it exists) Xmi,, and the
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Circumstance X, Lp Optimal
1lw=0 Xrnin yes
2| w=1 Xiax no
3 Ximax < Xmin Xmin yes
4 Xmax < Ximin Xmax no
5 Xmin = Ximin < Ximax < Xmax & LF(XImin) <L (Xmax) Ximin yes
6 Xmin < Ximin < Ximax < Xmax & LF(XImln) <L (Xmax) Ximin no
7 Xmin < Ximin < Ximax < Xmax & LF( Imm) L (Xmax) Ximins Xmax yes, no
8 Xmin < Ximin < Ximax < Xmax & LF(XImln) (Xmax) Xmax no
9 Ximin < Xmin < Ximax < Xmax & LF(Xmln) (Xmax) Xmin yes
10 Ximin < Xmin < Ximax < Xmax & LF(Xmm) LF(Xmax) Ximins Xmax yes, no
11 Ximin < Xmin < Ximax < Xmax & LF(Xmm) > LF(Xmax) Xmax no
12 Xmin < Ximin S Xmax < Ximax Ximin no
13 Xmin = Ximin < Xmax < Ximax Ximin yes

Table 3: Reactions of the Firm in Various Circumstances

location of the maximum Xmax. The minimum of Lg that should be selected by the firm will
always be either at the extremal x-values xnin and xmax described by the constraints in (60),
or possibly at ximin where it exists and satisfies those constraints. In fact, because we have
chosen Lp to be given just by the harm, the minimum cannot occur at Xma.

Let the reaction by the firm be x,. We see that the possible circumstances and outcomes
as outlined in Table 3; in all but the first twos line w # 0, 1, and we let Lg(x) be shorthand for
Le(a, N, R, Vpag» W, X). We can find choices of w that are optimal for the policy-maker in
various circumstances. By way of example, we do this in a couple of simple cases. Firstly,
we can see that in this case that w = 1 will not be optimal (in fact, it will lead to the worst

reaction). Now consider row 3 of the table in a situation where N < V/2. In the case
X, = Xmin = 0 and this is achieved by taking w with
0<w< il
T T R+3V(1-2hs
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Thus policy-maker optimality can be achieved in this case, by placing sufficient emphasis on
risk-based performance by the firm.

ANNEX3.5 A Second Model: Extending to Account for Spend by the
Firm

In this section, we refine and extend the purely numerical model of the previous section
to give an account of a situation in which the firm’s defensive capabilities are potentially
enhanced as it spends more on security. It is also a situation where the loss function of the
firm is more complex.

The firm now chooses a level of expenditure (spend) s¢ up to some maximum sf®, whilst
each control has a uniform cost c. Since the reward used so far has been arbitrarily scaled
to the unit interval, an additional parameters wp,, is now used to scale it back to units that
make it comparable to the spend, sg. Similarly, a parameter wep, is used to scale the harm to
units comparable to those accruing to the transfer. The spend by the policy-maker is again
assumed to be a fixed parameter sp. The loss functions thus take the forms

LF(CJ{, C, R, SF, Sp, Vreala W, Wpyn, WPO|)
LP(CJ{, C, R, SF, Sp, Vreala W, Wpeyn, WPO|)'

The forms of the two functions are constructed by modification of the transforms considered
previously. Specifically, we take

Budget = sp+ Sk
Transfer = sp — s¢
N = |Budget/c|
AuditTransform(a, N, R, x) = 1 —min(1,(a+x)/R)ifa <N
AuditTransform(a, N, R,x) = 1 —min(1,N/R)ifa > N
RewardTransform(PerformanceScore, wpyn) = —Wpyn x PerformanceScore
FirmLossTransform(Transfer, Reward) = —Transfer — Reward
PolLossTransform(Transfer, Harm) = wp, x Harm + Transfer,
and leave all other transforms as in Subsection ANNEX3.4.2. Note that N is just the number
of controls available to the firm, as before, but is now defined using the mathematical floor
operation and the available budget.
A screenshot of a Simulink [39] calculator for these quantities is given in Figure 17.
Matlab [38] code, for plotting the loss functions against x and sk is contained in Appendix AN-
NEXS.8.

ANNEX3.5.1 Initial Exploration

Figure 18 shows plots (left) and contour plots (right) of harm, firm loss and policy-maker loss
against the parameter x, and the investment by the firm sg. In the code that generates this,
and subsequent, figures in this section: alpha = «, controlCost = ¢, spendP = sp Vr = Vo4, ,
wPerf = w, and spendFmax = sf®. Each of the contour plots contains a hard black line:
points below and to the right of these lines are infeasible because they are not affordable at
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alpha=200, controlCost=1, R=600, spendFmax =1000, spendP =0
Vr=600, wPerf=0.5, wPol =1000, wPun=1000
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Figure 18: Plots of Harm and Loss against Firm Investment and Control
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the chosen budget. The top two plots show that for this configuration of parameters, on the
feasible region the lowest level of harm occurs where there is most spend, s¢ but least pure
compliance, x. In the bottom pair of plots, the loss function for the policy-maker, Lp, show
that the policy-maker’s loss, in this case, are closely aligned with the harm. Let x.(w) be the
reaction of the firm to the choice of w. In the middle-pair of plots, we see the firm’s loss, and
that the form of this is not completely trivial. In particular, the plot suggests (and it can be
calculated to be the case that) the minimum of Lr (at x.(w)) is at a low level of investment
and a low level of pur compliance. However, x.(w) is not at a minimal level of investment on
the feasible region. Note that such a reaction by the firm may appear for the policy-maker to
be sub-optimal. However, final judgement on this depends upon consideration of the firm’s
reactions x,(w’) to all other control choices w’ by the policy-maker.

The calibration of the parameters will have a significant impact upon the forms of the
losses to be minimized. For example, simply increasing the wp, and wpy, factors (and thus
increasing the impact of both performance (for the firm) and harm (for the policy-maker))
gives the results shown in Figure 19. Whilst the minima of harm and Ly remain at the top-left

alpha=200, controlCost=1, R=600, spendFmax =1000, spendP =0
Vr=600, wPerf=0.5, wPol =1500, wPun=1500
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1

c 05

Investment, sF

1008
400

500 300
200
0 0 100
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Figure 19: Recalibrating the Impact of Harm and Audit

(low x, high sg), the minimum of Lz now occurs for high (although not maximum) s and large
x. Thus the firm’s reaction may once again appear to be undesirable from the point-of-view
of the policy-maker, but in a quite different way than before.
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alpha=250, controlCost=1, R=300, spendFmax =600, spendP =0
Vr=600, wPerf=1, wPol =1000, wPun=1000
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Figure 20: High predictability, low number of rules, all rules-based
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Figure 20 shows a situation of high predictability but few rules. Note that the firm’s reac-
tion may once again occur well away from the policy-maker’s minimum — indeed it is close to
the worst possible reaction to the given w. However, if the policy-maker uses a larger number
of rules and takes a purely risk-based approach (w = 1), then the firm makes a choice that
leads to a low-level of loss for the policy-maker. Such a situation is depicted in Figure 21.
Thus there are parameter constellations in which a rules-based approach appears viable —

alpha=550, controlCost=1, R=600, spendFmax =600, spendP =0
Vr=600, wPerf=1, wPol =1000, wPun=1000
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Figure 21: High predictability, high number of rules, all rules-based

although we do not claim at this stage that it is optimal. In Figure 22 we see a situation in
which simply imposing a high number of rules rules-based policy is unsuccessful (because
of low predictability): the firm’s reaction results in a high loss for the policy-maker.

If the firm is not incentivized to treat harm with the same magnitude of seriousness as
the policy-maker, then this can lead to poorly aligned loss functions. Figure 23 depicts such
a situation. The firm will not pick a

For any fixed choice of parameters, the optimizations can be done by entirely standard
exact (or numerical) methods. In the absence of specific knowledge of these parameters,
we do not from pursue any of these optimizations at this point.

109



alpha=100, controlCost=1, R=600, spendFmax =600, spendP =0
Vr=600, wPerf=1, wPol =1000, wPun=1000

600 SR
1 L
2]
< 400 i
c 05 jEj
0 q>"3 200 1
1000 k=
500 100 200 300 400 500 0 ‘ ‘ ‘ ‘
0
Investment, sF 0 Pure Compliance, x 0 100 200 300 400 500
Pure Compliance, x
600
2000 w
2]
= 400
o i 4
8 200
0 [
1000 Z ]
0 o ) % 100 200 300 400 500
Investment, sF Pure Compliance, x )
Pure Compliance, x
600 —
2000 W
=
= 400 — —
5 0 g E
2 200
-2000 g
7000 : Z -~
400 500
200 300 0 ‘ ‘ ‘ ‘
0 o 100 0 100 200 300 400 500
Investment, sF Pure Compliance, x

Pure Compliance, x

Figure 22: Low predictability, high number of rules, all rules-based
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alpha=200, controlCost=1, R=600, spendFmax =600, spendP =0
Vr=600, wPerf=0.5, wPol =1000, wPun=1
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Figure 23: Insufficient Incentive to Firm for Security Relative to Policy-Maker
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ANNEX3.5.2 Alternative Transmission and Harm Transforms

The Transmission Transform and Harm Transform presented above are likely far too simplis-
tic. In this section, we present an alternative combination, by way of indicating how complex
the decision problem can become when we start to include more complex, realistic trans-
forms.

One natural form of transmission transform would seem to simply consist of a sequence
of steps downward as the number of uncontrolled vulnerabilities increases. The resulting
optimization for the firm can be non-trivial and potentially contain many local minima, each
of which is a potential candidate for the firm’s reaction in the circumstances it is given. An
example of this can be seen in row 2, column 2 of Figure 24. In order to find its optimal
reaction(s), the firm must explore each of the areas surrounded by a light-blue contour for
a local minimum, and then compare each of these. In this example, the set-up is as in

alpha=200, controlCost=1, R=600, spendFrnax=1000, spendfP =0
Wr=600, wPerf=0.5, wPol=1000,wPun=1000
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Figure 24: Complicated Firm Reaction Resulting from Harm with Two Steps

Section ANNEX3.5 exceptthat 7 = 1if u <20, 7 =0.5if 20 < v < 300, 7 = 0 if u > 300,
where 7 is the transmission level and u is the number of vulnerabilities that are not controlled
(mitigated) at the given choice of x, and the harm h = 1 — 7. Again, we do not carry the
optimization any further since the results are contingent upon accurate calibration of the
functional forms and relevant parameters.
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ANNEX3.6 Conclusions and Future Work

The present work has demonstrated the use of mathematical and computational models
in analyzing the effects of different effects of combinations of incentives for risk-based and
rules-based performance set by policy-makers for critical infrastructure. These models illus-
trate how the firm’s reaction can be far from optimal (in more than one way) in response to
choices made by the policy-maker. Whilst complete, exact analyses are certainly possible for
the kinds of toy models given, this is subject to knowledge of the relevant parameters. Even
with relatively simple choices of function (for example, for the Harm Transform) the reaction
by the firm can be surprisingly complex, and the resulting optimization for the policy-maker
dependent upon precise data.

Policy models in other domains (for example, macroeconomics) are often conerned with
the behaviour of systems over time and use stochastic processes. Such models have also
been applied to informations security policy problems [40, 41, 42, 43, 44, 45]. The toy models
in this document are first steps toward such models that are both extended in time and have
random parameters. Of particular interest will be models that examine the agility of the firm’s
response over time to different allocations of its effors over investments that vary in response
to incentives set by the policy-maker, specifically to conform with risk-based responsibility or
rules-based compliance.

ANNEX3.7 Appendix: Code for The First Model Without Spend

function agility1 (alpha, numControls, R, Vr, w)
plotSequence (alpha, numControls, R, Vr, w);
end

function aud = auditTransform (alpha, R, x)
aud = 1 — complianceScore (alpha, R, x);
end

function g = complianceScore (alpha, R, x)
g = (alpha + x)/R;
end

function n = controlsLeft(alpha, numControls)
n = numControls — alpha;
end

function [reaction, reactionResult] = firmReaction (alphaP,
numControlsP, RP, VrP, wP, x_min, x_max)
[reaction, reactionResult] = firmReactionExact(alphaP,
numControlsP, RP, VrP, wP, x_min, x_max);
end

function [reaction, reactionResult] = firmReactionExact (alphaP,
numControlsP, RP, VrP, wP, x min, X _max)
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if not(wP==0)
middlemin = numControlsP — VrP % (
(RPx(1—wP) /(3xwP«VrP))"(3/2) +1 ) / 2;
[reaction, reactionResult] = optimCases(alphaP, middlemin,
numControlsP, RP, VrP, wP, x_min, x_max);
else
reaction = x_min;
reactionResult = lossFunction (alphaP, numControlsP, RP,
VrP, wP, x_min);
end
end

function maxx = getmaxx(alpha, numControls, R, Vr, w)
maxx = min([ controlsLeft (alpha,numControls), R — alphal);
end

function minx = getminx(alpha, numControls, R, Vr, w)
minx = max([0, numControls — Vr]);
end

function harm = harmFunction(alpha, numControls, Vr, x)
tau = transmissionTransform (alpha, numControls, Vr, x);
harm = harmTransform(tau) ;

end

function harmScore = harmTransform(tau)
harmScore = (1 — nthroot(2 * tau — 1, 3))/2;
end

function LF = lossFunction(alpha, numControls, R, Vr, w, Xx)
auditScore = auditTransform (alpha,R,x);
tau = transmissionTransform (alpha, numControls, Vr, x);
harmScore = harmTransform(tau) ;
performanceScore = performanceTransform(auditScore, harmScore,

w);

reward = rewardTransform (performanceScore) ;
LF = lossTransform (reward) ;

end

function lossScore = lossTransform (reward)
lossScore = — reward;
end

function [reaction, reactionResult] = optimCases (alphaP,
middlemin, numControlsP, RP, VrP, wP, x_min, Xx_max)
if (x_min < middlemin && middlemin < x_max)
candMat = [x_min, x_max, floor(middlemin), ceil(middlemin)];
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else
candMat = [x_min, x_max];

end

outMat = lossFunction (alphaP, numControlsP, RP, VrP, wP,
candMat) ;

[reactionResult, |I] = min(outMat) ;

reaction = candMat(1(1));

end

function performanceScore = performanceTransform (auditScore ,
harmScore, w)
performanceScore = w % auditScore + (1 — w) x harmScore;
end

function plotSequence(alpha, numControls, R, Vr, w)
figure ;
x_min = getminx(alpha, numControls, R, Vr, w);
x_max = getmaxx(alpha, numControls, R, Vr, w);
x = linspace (x_min, x_max);
[reaction, reactionResult] = firmReaction(alpha, numControls,
R, Vr, w, x_min, x _max);
y0 = auditTransform(alpha, R, x);
harmFunction (alpha, numControls, Vr, Xx);
y2 = lossFunction (alpha, numControls, R, Vr, w, x);
plot(x,y0,x,y1,x,y2,[reaction reaction],[0 reactionResult]);
axis ([x_min x_max 0 1]);
title ({ 'Optimal_Reaction_
Plot’;strcat(’alpha=",num2str(alpha),’,
numControls=",num2str(numControls),’, R=’,num2str(R) ,’
Vr=",num2str(Vr),’,
w=",num2str(w) ) ; strcat (’reaction=",num2str(reaction))}); %
Title for The Plot
xlabel ( 'Reaction,_x—value’);
ylabel (’aud,_h, _LF’);

L) )

legend(’aud’,’h’,’LF’,’reaction’);

<
—
I

I

end

function reward = rewardTransform (performanceScore)
reward = — performanceScore;
end

function tau = transmissionTransform (alpha, numControls, Vr, x)
tau = 1 — Uncontrolled (alpha, numControls, Vr, x) / Vr;
end

function uncont = Uncontrolled (alpha, numControls, Vr, x)
uncont = Vr — (numControls — x);
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end
ANNEX3.8 Appendix: Code for The Second Model With Spend

function agility2 (alpha, controlCost, R, spendF_max, spendP, Vr,
wPerf, wPol, wPun)
spendF_min = 0;
spendF_intervals = 10;
spendF_step = (spendF_max — spendF_min) / spendF_intervals;
y_max = spendF_max;
y_min = spendF_min;
y_step = spendF_step;
plotSequence (alpha, controlCost, R, spendP, Vr, wPerf, wPol,
wPun, y min, y_step, y_max);
end

function basicCover = alphaCovered(alpha, numCont)
basicCover = (numCont >= alpha);
end

function auditScore = auditTransform (alpha, numControls, R, x)
auditScore = 1 — complianceTransform(alpha, numControls, R, x);
end

function budget = budgetTransform (spendF, spendP)
budget = spendP + spendF;
end

function complianceScore = complianceTransform (alpha, numControls,
R, x)
if alphaCovered(alpha, numControls)
complianceScore = (alpha + x)/R;
else
complianceScore = numControls/R;

end;
complianceScore = min([1, complianceScore]) ;
end
function nt = controlled (alpha, numControls, Vr, x)
cont = ax([ , numControls — x]) ;
cont = min([cont, Vr]);
end

function numControls = controlsAtSpend (budget, controlCost)
numControls = floor (budget / controlCost);
end
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function n = controlsLeft(alpha, numCont)
n = max([0, numCont — alpha]) ;
end

function LF = firmLossFunction(alpha, controlCost, R, spendF,
spendP, Vr, wPerf, wPol, wPun, Xx)
transfer = transferTransform (spendF, spendP);
budget = budgetTransform (spendF, spendP);
numControls = controlsAtSpend (budget, controlCost);
auditScore = auditTransform (alpha, numControls, R, x);
tau = transmissionTransform (alpha, numControls, Vr, x);
harmScore = harmTransform(tau);
performanceScore = performanceTransform (auditScore, harmScore,
wPerf) ;
reward = rewardTransform (performanceScore, wPun);
LF = firmLossTransform (reward, transfer);
end

function lossScore = firmLossTransform (reward, transfer)
lossScore = — transfer — reward;
end

function harm = harmFunction(alpha, controlCost, spendF, spendP,
Vr, Xx)
budget = budgetTransform (spendF, spendP);
numControls = controlsAtSpend (budget, controlCost);
tau = transmissionTransform (alpha, numControls, Vr, x);
harm = harmTransform(tau) ;

end

function harmScore = harmTransform(tau)
harmScore = (1 — nthroot(2 * tau — 1, 3))/2;
end

function performanceScore = performanceTransform (auditScore ,
harmScore, wPerf)
performanceScore = wPerf x auditScore + (1 — wPerf) x
harmScore ;
end

function plotSequence (alpha, controlCost, R, spendP, Vr, wPerf,
wPol, wPun, y_min, y_step, y_max)
Xx_min = 0;
x_max = R — alpha;
x_step = (x_max — x_min)/10;
XgVv = X_min:x_step:x_max;
[rows,len] = size(xgv);
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ygv = y_min:y_step:y_max;
[yrows,ylen] = size(ygv);
meshgrid (xgv,ygv) ;

Z20ut = zeros(ylen,len);
Z30ut = zeros(ylen,len);
Z40ut = zeros(ylen,len);

for i=1:ylen
for j=1:len
Z20ut(i,j) = firmLossFunction(alpha, controlCost, R,
ygv (i), spendP, Vr, wPerf, wPol, wPun, xgv(j));
Z30ut(i,j) = harmFunction(alpha, controlCost, ygv(i),
spendP, Vr, xgv(j));
Z40ut(i,j) = polLossFunction(alpha, controlCost, R,
ygv (i), spendP, Vr, wPerf, wPol, wPun, xgv(j));
end
end;
figure ;
xlabelstring "Pure_Compliance, x’;
ylabelstring = ’Investment,_sF’;
v = ones(1,ylen);
maxheight = max(max(Z20ut)) ;
maxheighteps = maxheight + eps;
h = v .x maxheighteps;

s = 1:ylen;
ct = zeros(ylen);
cl = zeros(ylen);

for ks = 1:ylen
ct(ks) = controlsAtSpend (budgetTransform (ygv(ks) ,spendP),
controlCost);
cl(ks) = controlsLeft(alpha, ct(ks));
end
boundarywidth = 2;
sp1 = subplot(3,2,1);
surf(xgv,ygv,Z30ut) ;
xlabel (xlabelstring);
ylabel (ylabelstring);
zlabel ('h’);
sp2 = subplot(3,2,2);
contour (xgv,ygv,Z30ut) ;
hold all;
plot3(cl(s),ygv(s),h(s), Color’, black’,’LineWidth’ ,boundarywidth) ;
hold off;
xlabel (xlabelstring);
ylabel (ylabelstring);
sp3 = subplot(3,2,3);
surf(xgv,ygv,Z20ut) ;
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xlabel (xlabelstring);
ylabel (ylabelstring);
zlabel ('LF’);

sp4 = subplot(3,2,4);
contour (xgv,ygv,Z20ut) ;
hold all;

plot3(cl(s),ygv(s),h(s), Color’,’ black’,’Linewidth’ , boundarywidth);
hold off;
xlabel (xlabelstring);
ylabel (ylabelstring);
sp1 = subplot(3,2,5);
surf(xgv,ygv,Z40ut) ;
xlabel (xlabelstring);
ylabel (ylabelstring);
zlabel ('LP’);
sp2 = subplot(3,2,6);
contour (xgv,ygv,Z40ut) ;
hold all;
plot3(cl(s),ygv(s),h(s),’ Color’,’black’,’LineWidth’ ,boundarywidth);
hold off;
xlabel (xlabelstring);
ylabel (ylabelstring);
str = ’alpha=";
function strOut = appstr(strNew)

strOut = strcat (str,strNew);
end
str = appstr(num2str(alpha));
str = appstr(’,_controlCost=");
str = appstr(num23tr(controICost));
str = appstr(’ )
str = appstr(num2str(R)),
str = appstr(’,_spendFmax_=_");
str = appstr(num2str(y_max)) ;
str = appstr(’,_spendP_=_");
str = appstr(numZStr(sp dP))
subtltle1 = str;
str = 'Vr=";
str = appstr( um2str(Vr)) ;
str = appstr(’,_wPerf=");
str = appstr(num2str(wPerf));
str = appstr(’,_wPol_=");
str = appstr(num23tr(wPoI));
str = appstr(’,_wPun=");

(

str = appstr(num2str(wPun) ) ;
subtitle2 = str;
spacetitle = '’
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suptitle ({ subtitle1 ;subtitle2 ;spacetitle});
end

function LP = polLossFunction(alpha, controlCost, R, spendF,

spendP, Vr, wPerf, wPol, wPun, Xx)

transfer = transferTransform (spendF, spendP) ;

budget = budgetTransform (spendF, spendP);

numControls = controlsAtSpend (budget, controlCost);

auditScore = auditTransform (alpha, numControls, R, x);

tau = transmissionTransform (alpha, numControls, Vr, x);

harmScore = harmTransform(tau) ;

performanceScore = performanceTransform(auditScore, harmScore,

wPerf) ;

reward = rewardTransform (performanceScore, wPun);

LP = polLossTransform (harmScore, reward, transfer, wPol);
end

function LP = polLossTransform (harm, reward, transfer, wPol)
LP = transfer + reward + wPol x* harm;
end

function punish = punishmentTransform (performanceScore, wPun)
punish = wPun x performanceScore;
end

function reward = rewardTransform (performanceScore, wPun)
reward = — punishmentTransform (performanceScore, wPun);
end

function transfer = transferTransform (spendF, spendP)
transfer = spendP — spendF;
end

function tau = transmissionTransform (alpha, numControls, Vr, x)
tau = 1 — (Uncontrolled(alpha, numControls, Vr, x)/Vr);
end

function uncont = Uncontrolled (alpha, numControls, Vr, x)
uncont = Vr — controlled (alpha, numControls, Vr, x);
end
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